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NATIONAL FOREWORD

This Indian Standard which is identical to ISO 22361 : 2022 ‘Security and resilience — Crisis
management — Guidelines’ issued by the International Organization for Standardization (ISO) was adopted
by the Bureau of Indian Standards on the recommendation of the Risk Management, Security and
Resilience Sectional Committee and approval of the Management and Systems Division Council.

The text of the ISO standard has been approved as suitable for publication as an Indian Standard without
deviations. Certain conventions are, however, not identical to those used in Indian Standards. Attention
is particularly drawn to the following:

a) Wherever the words ‘International Standard’ appear referring to this standard, they should be
read as ‘Indian Standard’; and

b) Comma (,) has been used as a decimal marker while in Indian Standards, the current practice
is to use a point (.) as the decimal marker.

[—T=] adopted standard, normative reference appears to an International Standard for which
Indian Standard also exists. The corresponding Indian Standard, which is to be substituted in its places, is
listed below along with their degree of equivalence for the edition indicated:

International Standard Corresponding Indian Standard Degree of Equivalence

ISO 22300 Security and resilience I1S/ISO 22300 : 2021 Security and Identical
— Vocabulary resilience — Vocabulary
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Highlight
kindly mention the rounding off clause para, if required

Guest
Add the paragraph "For the purpose of deciding whether a particular requirement of this standard is complied with, the final value, observed or calculated, expressing the result of analysis shall be rounded off in accordance with IS 2 : 2022 ‘Rules for rounding off numerical values (second revision)’. The number of significant places retained in the rounded off value should be the same as that of the specified value in this standard."
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Introduction

This document has been developed to aid in the design and ongoing development of an organization’s
crisis management capability. It sets out principles and practices needed by all organizations.

Crises present organizations with complex challenges and, possibly, opportunities that can have
profound and far-reaching consequences. An organization’s crisis management capability and its ability
to manage a changing environment are key factors in determining whether a situation or incident has
the potential to pose a serious or existential threat to the organization and its environment. The crisis
affecting an organization can be part of a broader crisis.

To ensure the crisis management capability has the desired outcome, the organization should provide:
— committed leadership;

— structures (e.g. funding, communications, relationships and linkages, equipment, facilities,
information management, principles, processes and procedures);

— asupportive culture (e.g. values, ethics, code of conduct);
— competent personnel (e.g. knowledge, skills and attitude, flexible thinking).

An organization’s crisis management capability will be influenced by its relationship with other
interdependent areas such as risk management, business continuity, information security, physical
security, safety, civil protection, incident response and emergency management.

The organization should adopt a structured approach to crisis management by applying a set of
principles on which a crisis management framework can be developed. These interrelated principles,
framework and applicable process elements support the implementation of a crisis management
capability in a purposeful, consistent and rigorous manner (see Figure 1).
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Figure 1 — Building a crisis management capability — Principles, framework and process

The structure of the document is as follows:
— the core concepts of crisis management are described (see Clause 4);

— then the framework and process for building a crisis management capability are outlined (see
Clause 5).

The clauses that follow provide more detail on:

— crisis leadership (see Clause 6);

— strategic crisis decision-making (see Clause 7);

— crisis communication (see Clause 8);

— training, validation and learning from crises (see Clause 9).

Continual improvement is a component of all elements of this document (see 5.3.7), so that while it is
part of the process, it also addresses all capability elements.

vi
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Indian Standard

SECURITY AND RESILIENCE — CRISIS MANAGEMENT —
GUIDELINES

1 Scope

This document provides guidance on crisis management to help organizations plan, establish, maintain,
review and continually improve a strategic crisis management capability. This guidance can help any
organization to identify and manage a crisis. Elements for consideration include:

— context, core concepts, principles and challenges (see Clause 4);

— developing an organization’s crisis management capability (see Clause 5);

— crisis leadership (see Clause 6);

— the decision-making challenges and complexities facing a crisis team in action (see Clause 7);
— crisis communication (see Clause 8);

— training, validation and learning from crises (see Clause 9).

Itis applicable to top management with strategic responsibilities for the delivery of a crisis management
capability in any organization. It can also be used by those who operate under the direction of top
management.

This document acknowledges the relationship and interdependencies with various disciplines but is
distinct from these topics.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

IS0 22300, Security and resilience — Vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 22300 and the following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
capability
ability to accomplish an undertaking with a defined intended outcome and within specified conditions

Note 1 to entry: An organizational capability depends on the available resources and organizational principles,
framework (leadership, structure, culture, competences) and processes.


https://www.iso.org/obp/ui
https://www.electropedia.org/
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3.2

crisis

abnormal or extraordinary event or situation that threatens an organization (3.13) or community and
requires a strategic, adaptive and timely response in order to preserve its viability and integrity

Note 1 to entry: The event or situation can include a high degree of complexity, instability and uncertainty.
Note 2 to entry: The event or situation can exceed the response capacity or capability (3.1) of the organization.

Note 3 to entry: Given the nature of a crisis, a flexible and dynamic approach is needed in addition to any
rehearsed plans and procedures.

Note 4 to entry: Threats can impact upon the organization’s ability to function, its reputation, its brand, its
physical, political or intellectual property, its organizational structure and its human, environment and economic
factors.

Note 5 to entry: The term “organization” also includes governmental and non-governmental agencies and
national authorities in the public sector, as well as non-governmental organizations (NGOs) and charities.

3.3
crisis management
coordinated activities to lead, direct and control an organization (3.13) with regard to crisis (3.2)

3.4

crisis management team

CMT

group of individuals functionally responsible for leading the organization's (3.13) crisis management
(3.3) response

3.5

crisis management plan

CMP

document specifying which procedures and associated resources are to be applied by whom and where
in a crisis (3.2)

3.6
incident
event or situation that can be, or could lead to, a disruption, loss, emergency or crisis (3.2)

[SOURCE: ISO 22300:2021, 3.1.122, modified — “or situation” has been added to the definition.]

3.7

interested party

stakeholder

person or organization (3.13) that can affect, be affected by, or perceive themselves to be affected by a
decision or activity

3.8

governance

<organizations> human-based system by which an organization (3.13) is directed, overseen and held
accountable for achieving its defined purpose

3.9

situation report

summary, either verbal or written, outlining the current state and potential development of an incident
(3.6) or crisis (3.2) and the response to it

3.10

situational awareness

perception of the elements in the environment within a volume of time and space, the comprehension of
their meaning and a projection of their status in the near future
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3.11
top management
person or group of people who directs and controls an organization (3.13) at the highest level

3.12

issue

event or situation that does not currently present, but can develop into, a long-term or significant
negative impact on the strategic objectives, reputation or viability of the organization (3.13)

Note 1 to entry: Effectively responding to emerging issues can result in the successful aversion of a crisis (3.2).

3.13

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives

Note 1 to entry: The concept of organization includes, but is notlimited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

3.14

crisis communication

communications both internal and external to provide information, updates and instructions to
internal and external interested parties (3.7)

Note 1 to entry: Adequate crisis communication can also protect the organization's (3.13) reputation and brand
and maintain its public image.

4 (Crisis management — Context, core concepts and principles

4.1 The nature of crises

Crises can be associated with highly complex issues, the full implications and nature of which can be
unclear at the time. Possible decisions and actions can have severe negative consequences, and decision-
makers at all levels sometimes have to choose the least detrimental solution (see 7.4) and resolve (or
recognize and accept) fundamental strategic dilemmas. This can mean that every choice comes with a
penalty of some kind and there is no ideal solution.

Premature or ill-considered decisions on actions or processes to manage a crisis can have potential to
cause significant consequences and cause additional harm or exacerbate the crisis situation and should
be avoided. If the range of available options being considered can reduce the impact of a crisis yet have
adverse consequences upon other organizational objectives, it can be necessary to choose the option
that has the potential to create the least amount of loss or disruption to the organization

Crises often involve threats to people, the environment, assets (such as property or information) or
reputation.

A crisis can require the organization to review its objectives, opportunities, strategies, policies,
practices or procedures and culture and as part of continual improvement.

A well-managed crisis can demonstrate the positive qualities of an organization and enhance its
reputation

4.2 Characteristics of a crisis

A crisis can be complex and challenging and can also provide opportunities for an organization to
demonstrate core values, effective controls, governance, crisis response, review and learning.
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Although many crises appear to be unique there are often consistent characteristics. Understanding
these characteristics enables the improvement of the crisis management capability by comprehending
their differences.

Often, a crisis is precipitated by an incident. There are some common characteristics found in both an
incident and a crisis. Table 1 highlights some of the differences and Figure 2 shows the relationship
between an incident and a crisis.

Table 1 — Key characteristics between incidents and crises

media and other
interested parties

by adverse events are quickly iden-

tified, impacts rapidly mitigated and
business-as-usual quickly restored, will
probably attract little or no negative media
attention.

Where there is adverse publicity, this can
be confined to a locality or a specific group.
However, there is always the possibility of
the adverse publicity growing and spread-
ing to additional groups, leading to the
event becoming a crisis.

Characteristics Incidents Crises

Predictability Incidents are generally foreseeable, Crises are typically unique, rare events or
although their specific timing, type and situations. Some crises can be anticipated;
impact are variable. however, timing and impact usually are not

always foreseeable.

Onset Incidents can be no-notice or short-notice  |Crises can also occur from a no-notice or
disruptive events, or they can emerge short-notice event. They can also emerge
through a gradual failure or loss of control. |from an incident that has not been con-

tained, has been managed badly or further
escalates to have reputational conse-
quences, and which requires a crisis-level
response.

Urgency and pres- |In managing an incident, there is usually a |A crisis always needs urgent attention as

sure high sense of urgency to act to either pre- |the impact can be very high. Given the po-
vent the situation from getting worse or to |tential impact and the fact that a crisis has
minimize its impact. more visibility it is common that it places a

high level of pressure on the organization.

Impacts Incidents are events which, although they |Crises can disrupt or affect the entire
can take considerable resources to manage, |organization, transcending organizational,
rarely threaten the existence of the organi- |geographical and sectoral boundaries. As
zation or have a major long-term impact on |crises tend to be complex and inherently
its reputation. The impacts are usually local |uncertain, the long-term impacts can be dif-
or affect only a part of the organization. ficult to assess. A badly handled crisis can

. lead to a catastrophic loss of functionality,
Incidents are generally manageable, and al- 1 trust and reputation. These negative
though the impact on interested parties can vatues, tru h Fu . d. . %
be severe, it is manageable and temporary. impacts can have a lasting cetrimenta

effect on the organization. Crisis can lead
to the conclusion that the legal situation
should be adjusted during the crisis.

The size, location and type of an organiza-
tion can make it more susceptible to certain
incidents which can become a crisis.

Scrutiny by public, |Effective incident management, where- Crises are likely to result in significant scru-

tiny and interest among interested parties
including members of the public, product
and service users, specific groups (such as
regulators, shareholders or industry bodies)
and the media, including social media.

The specific parties taking an interest in
the crisis will depend on the type of event,
who it threatens, and who it impacts. It is
very likely that all actions and responses
by the organization will be scrutinized and
any perceived poor decisions, attempts

to avoid responsibility, blaming of others,
poor treatment of victims or attempts to cut
costs on the response can lead to further
sustained criticism and a deepening of the
crisis, or can create new challenges.
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Table 1 (continued)
Characteristics Incidents Crises
Manageability Incidents can often be resolved by using Crises, through a combination of their
through established |plans which contain incident management |novelty, inherent uncertainty and potential
plans and proce- procedures and structures and details of scale and duration of impact, are rarely
dures predetermined solutions and available resolvable through the application of prede-

resources. Top management can potentially |fined procedures and plans alone.

be informed or need to provide direction . .
. p They demand a flexible, creative, strate-
and supervision

gic and sustained leadership response.
Values and behaviour can be challenged
and amended. The organization will rely on
its crisis management structure, methods,
planning, training and exercising.

Crises challenge the capabilities of the
organization beyond its inherent coping
capacity.

An issue could escalate to an incident, then a crisis. The organization should recognize the change in
the situation and be flexible so it can adjust its response accordingly.

High )
=Y
= Crisis: abnormal or
% extraordinary event or
E ~ Crises can spawn situation Fhat threatens an
. L :
S additional issues & organization or community
‘ incidents and requires a strategic,

adaptive and timely response
in order to preserve its
viability and integrity

Incidents can

spawn additional

issues
Incident: event or

Issue: event or situation

that does not currently

situation that can be, or
could lead to, a disruption,
present, but could develop N
into, a long-term or B

loss, emergency or crisis
sonifi . ~
significant negative

impact on the strategic
objectives, reputation or
viability of the organization

/

Operation
/

inty / Pressure Extraordinary

Figure 2 — Relationships and characteristics between an issue, incident and crisis

4.3 Potential origins of crises
Crises can be caused in a number of ways, including:

a) disruptive incidents that have immediate and strategic implications: these can arise from acts of
malice, misconduct or negligence, or a failure (perceived or actual) to deliver products or services
that meet the expected standards or legal requirements of quality or safety, unpopular (political)
decisions or actions, rumours and false information;
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b) operating fluctuations such as changes in the public reporting in the market, and interested parties’
preferences, technological development, changes in laws and regulations, competitions and threats
of takeover;

c) poorly managed incidents and the emergence of latent and hidden issues with unacceptable
consequences for trust in an organization’s reputation and brand; such issues can “incubate” over
time, typically as a result of:

1y

2)

3)

4)

5)

6)

7)

8)

9)

inadequate governance allowing for gradual and incremental slippages in standards of quality,
reliability, safety or management control to go unchecked and become accepted as a normal
way of working;

convenient, but unofficial, “workaround” strategies becoming the routine, due, for example,
to overcomplicated processes, unrealistic schedules, chronic personnel shortages and relaxed
supervision;

flaws in supervision and process monitoring, which promote an expectation of “getting away
with” undesirable behaviours or being able to survive minor failures without reporting them,
or over-reliance on controls to catch all errors, rather than an expectation of quality checks
that catch only occasional issues;

blame cultures that encourage risk and issue cover-ups and the lack of a shared sense of
mission and purpose, which generates a defensive (if not hostile) “them and us” attitude
between personnel and management, between different parts of the organization and between
the organization and external interested parties;

poor behaviour (or what is perceived to be poor behaviour) by the organization’s executives,
a single executive or the organization as a whole (such as lying, misrepresenting services or
products and results, failure to revise decisions or recall products when knowing they pose
a danger to their purchaser or the public, actions which are in conflict with the organization’s
values, illegal activity or willingly breaching regulations);

poor training and development of personnel and managers, or incremental loss of skills and
knowledge;

human factors including fatigue, stress, personal issues and working in unfamiliar
circumstances;

ineffective human resource management (such as failure to learn from historical events,
unrealistic schedules, chronic personnel shortages and relaxed supervision);

external factors that can impact the organization’s people, operations, reputation, technology
and assets, both tangible and intangible, such as extreme weather events, and incidents
triggered by critical vendors or data loss;

10) inadequate preparation (plans, procedures and organization) for dealing with incidents;

11) failure to escalate appropriately due to ability, choice or culture.

Crises invariably have multiple contributing factors, which can originate from inside or outside the
organization. These can interact in a complex manner, making them difficult to identify and manage,
resulting in the need for flexible planning approaches. While the origin of an incident can seem simple
at the onset, further review can expose systemic weakness in how the organization is managed. If an
incident is not managed effectively, it can escalate into a crisis.

Crisis management strategies and actions should reflect the organization’s objectives and values.
Failure to adhere to its core values can make the situation worse.
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4.4 Readiness to respond and recover

The uncertainty of crisis situations demands that crisis roles and responsibilities are understood, and
actions clearly and methodically overseen and directed. Decisions should be intrinsically linked to the
core values of the organization. The organization should prepare to face difficult decision-making and
emphasize the importance of clear and coherent actions and communications during the crisis.

The organization should determine ways to mobilize its crisis management resources and activate the
associated processes. Timely response to a crisis is critical. Denial, complacency or delay among strategic
decision-makers can increase the impact and the organization’s vulnerability, hamper response, and
degrade capacity to recover. Crises can be so extraordinarily demanding that no assumptions should
be made about the ability of personnel (of any seniority, grade or experience) to manage them and steer
the organization out of a crisis.

Successful crisis management requires flexibility and creativity. It can involve stepping outside the
normal “rules” of the organization or its business environment and being prepared to defend or justify
its actions. For the organization’s leaders, this requires clarity of thought, strategic vision, decisiveness
and the ability to act in ways that reflect the core values of the organization. In particular, leaders should
behave with compassion toward those affected by the crisis and expect and encourage this behaviour
across the whole organization.

4.5 Principles for crisis management

4.5.1 General

The principles given in 4.5.2 to 4.5.8 are the foundation for establishing and building the organization’s
crisis management capability that is underpinned by operational capability.

4.5.2 Principle A: Governance
Crisis management is dependent upon effective governance at all levels of the organization.

A crisis management capability is dependent upon clearly understood structures, roles, responsibilities
and competence.

The capacity of employees to respond to a crisis is impacted by their understanding of their roles and
responsibilities, being adequately trained to competently and confidently meet the demands of the
crisis.

4.5.3 Principle B: Strategy

Crisis management is a strategic capability.

Building and maintaining a crisis management capability is dependent upon leadership communicating
its value and importance to the organization, setting objectives and allocating resources to achieve
these.

The crisis management capability is guided by the core values, priorities of the organization, and the
potential consequences and impact of the crisis.

4.5.4 Principle C: Risk management
The crisis management capability is dynamic and is founded upon the management of risk.

Adaptive and timely crisis management is dependent upon situational and risk awareness, enabling
the organization to actively monitor its internal and external environments and assess its potential
vulnerabilities and opportunities.
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Effectively managing change, risk and a dynamic environment enables the organization to anticipate,
identify and respond to crises.

An organization’s capability to manage crises is a measure of its capacity to transform and adapt, to
create opportunities under changing circumstances, and to work in an agile and flexible manner.

The organization should integrate its risk management activities with core business functions to
increase its capacity to anticipate and respond to a potential crisis and changing circumstances.

4.5.5 Principle D: Decision-making

Effective decision-making is reliant upon good information management, situational awareness and an
understanding of the needs and expectations of interested parties.

Leaders across the organization should seek an understanding through situational awareness and
information management in order to make decisions that are based on evidence, logic and judgement
and understanding of the impact of potential consequences.

The organization should take into account its strategic objectives, core values and priorities in all
decisions.

4.5.6 Principle E: Communication
Crisis management requires effective communications.

The organization should communicate accurate, credible and timely information to interested parties
(including those within the organization) so as to increase its crisis management effectiveness and
protect its reputation and integrity.

4.5.7 Principle F: Ethics

An organization’s response to a potential or actual crisis is guided by its core values and ethical
expectations.

The demonstration of appropriate ethics and values increases interested party support, builds trust,
and helps to protect and enhance brand and reputation.

4.5.8 Principle G: Learning
An organization’s crisis management capability is enhanced through organizational learning.

An organization learns by ensuring people with crisis management roles and responsibilities are
competent through training, exercising and learning from internal and external experience.

5 Building a crisis management capability

5.1 General

A well-developed and embedded crisis management capability can assist the organization in
anticipating, responding and recovering from crises in a manner that protects its assets and objectives.

Crisis management should include:
— recognition of situations that require activation of crisis management;

— people who are competent and responsible for quickly analysing situations, setting strategies,
determining options, making decisions and evaluating their potential impact;

— acommon understanding of the principles that underpin crisis management;
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— structures and processes to translate decisions into actions, assign activities and evaluate the
results;

— personnel who are able to share, support and implement top management’s vision, intentions and
policies;

— the ability to support solutions by applying the appropriate resources in a timely manner;
— anorganizational structure that supports and maintains the ongoing crisis response capability;
— aculture that supports the crisis management principles.

To build a crisis management capability, the organization should establish a framework and a process.
The framework includes leadership, structure, culture and competence. The crisis management process
includes anticipation, assessment, prevention and mitigation, preparedness, response and recovery.
The framework and the process should be continually improved.

5.2 Crisis management framework

5.2.1 General

The purpose of the crisis management framework is to assist the organization in integrating crisis
management into its activities and functions. The crisis management framework is used to support
the relationship between the crisis management principles, core attributes of crisis management and
the key elements of the management process that are informed by the crisis management principles.
Adopting the framework should facilitate an understanding of the relationship between the crisis
management process and other management processes.

5.2.2 Leadership

Top management engagement in crisis management is pivotal in developing and continually improving
a crisis management capability. Top management should ensure:

— crisis management objectives are compatible with the strategic direction and core values of the
organization;

— crisis management is customized to the organization’s context;

— demonstrated commitment to the crisis management capability;

— direction and support for crisis management to achieve its intended outcome;
— communication of the importance and benefits of crisis management;

— integration of crisis management into the organization’s processes;

— availability of resources for crisis management;

— promotion of continual improvement of crisis management.

Top management should define and document a policy for crisis management. The policy should serve
as the basis for the further activities related to the planning and implementation of crisis management
arrangements. The policy should:

— state top management's commitment to crisis management;
— outline the objectives in managing a crisis;
— describe in broad terms how the objectives are intended to be realized;

— establish priorities and guidance for the delivery of key elements of the organization’s crisis
management capability, as well as corresponding financial, technical and human resources required;

9
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— identify those responsible for its different elements, overall coordination and embedding;

— identify, document and communicate the roles and responsibilities required to implement and the
crisis management capabilities;

— include mechanisms to review and ensure that the policy continues to be supported and remains
consistent with the overall strategic objectives of the organization, and that progress is monitored
and evaluated against the agreed deliverables;

— bereviewed periodically to ensure it remains current.

Top management is responsible for the overall resiliency of its organization and should appoint a
person(s) with appropriate authority to be accountable for the development and implementation of
the crisis management capability, and to maintain and manage it across the whole organization. Top
management should also consider the resources needed for each element of the capability and the
associated requirements for training, exercising and testing.

5.2.3 Structure

The organization should establish an organizational structure and provide the means to develop and
continually improve a crisis management capability including:

— roles, authorities, responsibilities and accountabilities (these can sit outside of and be different to
day-to-day roles and responsibilities);

— regulations and guidelines for involvement, information and communication;
— processes and methods;

— facilities and tools;

— quality assurance and control;

— asystem for storing and sharing/transferring knowledge, especially in organizations with changing
top management.

The organization should integrate crisis management with other relevant organizational activities.

5.2.4 Culture

The organization should encourage the development of a positive attitude and culture among all
employees that uphold the organization’s core values and the consistent application of its expectations,
policies and procedures, recognizing:

— risk awareness: continual identification and understanding of organizational risks, leveraging
available competence;

— commitment to crisis management: commitment to, and acknowledgement of, the importance of
crisis management;

— early warning: encouraging people to address potential early warning signs;

— organizational resilience: supporting resilience planning and encouraging everyone to understand
their role and contribution to helping the organization succeed;

— organizational awareness: open communication of goals, objectives and visions through training
and exercises;

— psychological safety: helping with “appropriate challenge” or helping people feel comfortable in
raising the small instances that can escalate.
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The organization should develop its ability to detect, assess and communicate the latent conditions
internal and external to the organization, individually or in combination, that contribute to a successful
crisis management culture.

5.2.5 Competence

It is important to understand the desired state, success criteria and steps to establish competency
levels in all parts of crisis management.

The organization should integrate crisis management into the approaches taken for developing and
maintaining competence and organizational learning. This integration should include:

— development of crisis management awareness, knowledge, skills and positive attitude at individual,
team, organizational and inter-organizational levels;

— utilization of competence management processes and procedures within crisis management;
— systematic processes for reviews and learning related to crisis management;

— organizational learning as a means for continual improvement of crisis management capability.
5.3 Crisis management process

5.3.1 Anticipation
The organization should anticipate potential crises by establishing:

— horizon scanning processes to identify potential crises that can emerge in the medium to long term,
and those which can emerge with very little warning;

— processes which will identify potential crises and manage how to escalate the warning to the
appropriate level and inform the crisis response;

— systems to provide early warning of potential crises;

— an environment for appropriate challenge to decisions and strategies.

5.3.2 Assessment
The organization should assess potential crises by establishing:
— an understanding of the risks in the environment in which the organization operates;

— awellunderstood and integrated relationship between risk management activities and the business
operations and leadership;

— a recognition and acceptance that crises can develop regardless of the effectiveness of existing
controls and that the organization needs to be prepared to manage these effectively;

— behaviours that facilitate situational awareness;

— timely recognition and escalation of issues and incidents.

5.3.3 Prevention and mitigation

The organization should recognize that crises can be caused in different ways and try to prevent them
using a combination of organizational, technical and human efforts. The organization should consider
both preventive and mitigation strategies to prevent and minimize escalation.

The organization should integrate crisis prevention with other hazard, threat and risk-based activities.
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In addition, the organization should establish policies, practices and procedures that provide employees
and interested parties guidance on:

— prevention and mitigation through effective risk management practices;

— value awareness, involving the recognition and compliance to values such as ethics, sustainability
and codes of conduct;

— early warning by communicating potential risks at an early stage to enable appropriate attention
and assessment of potential consequences;

— capacity to respond to evolving conditions in a proportionate, meaningful and coordinated manner;

— redundancy and adaptation, which ensure organizational flexibility when experiencing
unanticipated circumstances and needs.

Crisis prevention should be a continual effort.
5.3.4 Preparedness

5.3.4.1 General

The organization should ensure resilience in the CMT structure by appointing primary and alternate
delegates for each CMT function and ensuring that all CMT members are suitably trained, competent
and adequately resourced to perform their duties. It should also prepare for crises by developing
generic capabilities that will enable it to deliver an appropriate response in any situation. This includes
the development of the following key elements:

— the crisis management plan (CMP) and any other relevant plans;
— information management;
— shared situational awareness;

— structure, composition, authority and expectations of the crisis management team (CMT), with
appropriate governance.

To be able to respond in a timely and well-organized manner, the organization should:
— inform and notify the appropriate members of the CMT;

— provide information management and situational awareness.

5.3.4.2 Crisis management plan

The organization should develop a concise CMP that can be understood, implemented and exercised
before it is needed, and used when a crisis occurs. The CMP should not be scenario dependant but can
contain information for dealing with specific crises and include:

— legal and regulatory requirements;

— the activation and escalation mechanism for a crisis response and how it works;

— the assignment of authority and responsibility for decisions and actions in a crisis;

— primary and alternative details for personnel that are to be contacted in the event of a crisis;

— details of levels of response across the organization (i.e. who is to be contacted for what level of
problem) and a flow chart showing the sequence of actions;

— the structure and role of the CMT and what is expected of it;
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— the identification of physical or virtual meeting locations and the equipment and support required;
— crisis communication (internal and external) (see Clause 8);
— templates for CMT meeting agenda, situation reports and record of decisions and actions.

The plan can be supported by setting out the policy and more procedural elements about how the CMT
works and the necessary training and evaluation arrangements, but these should not detract from the
plan itself. The plan should be reviewed periodically at appropriate intervals, especially the contact
details.

The CMP should:

— provide for generic response capability that will be appropriate for events and situations that are
not covered by existing procedures and practices;

— provide for flexibility and improvisation (“thinking outside the box”);
— produce viable responses using the available multidisciplinary expertise;

— consider formal and informal sources of information available as the crisis unfolds under real
constraints;

— encourage flexible thinking and action, and recognize the generally unforeseeable crises that are
impossible to plan for in precise detail.

The organization should provide tools and templates to support the CMP including:

— methods for physical and virtual visualization of the crisis situation;

— sources of relevant information;

— aides-memoires, standard agendas and checklists of key decision points and required actions;
— defined roles and responsibilities;

— alist of items necessary for a practical response;

— tools and systems to help manage social media monitoring and engagement;

— alist of interested parties and tools for categorizing and prioritizing their relevance;

— templates for decision logging and situation reporting.

5.3.4.3 Information management

Uncertainty is one of the defining features of a crisis such that finding out what is happening and
understanding the implications are of paramount importance. It is necessary to accept and understand
that information can be incomplete or incorrect when decisions are taken and acted upon. This requires
pre-planning and appropriate training.

When responding to a crisis, the organization should be able to:

— identify and gather relevant information on the crisis;

— filter, analyse, prioritize and understand the available information;

— evaluate information in terms of validity, quality and relevance to the crisis;
— manage the ambiguity, uncertainty, complexity and volatility of the crisis;
— consider protecting confidential or sensitive data;

— present information to decision-makers in an appropriate form in a timely manner;
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— communicate the information within the organization and externally as required. It should not be
understood in such a way that important information is withheld from the public authorities where
this is important for the prevention of threats to the general public.

5.3.4.4 Shared situational awareness

To build shared situational awareness, the organization should establish policies, practices and
procedures that encourage the development of a shared understanding across its leadership and
among its employees and key interested parties. This will help create an environment in which factors
that contribute to crisis situations and their potential impacts will be clearly identified at the earliest
opportunity.

This will provide a broader perspective on:

— what is going on and what the impacts can be on goals and objectives;

— the degree of uncertainty;

— the degree of control;

— exacerbating issues;

— other organizations involved and their relationships;

— what can happen in the future.

In addition, any existing requirements of higher-level authorities should be understood.

This information, together with foresight, can inform the organization’s crisis decision-making (see
Clause 7).

Attaining situational awareness is inherently difficult in a crisis because usually many things are
happening, the rate of change is rapid, various interpretations of cause and effect can be plausible, and
the spread of impacts and potential impacts is unclear.

The organization should encourage a common appreciation among the people involved in managing the
crisis, recognizing that:

— information can be deliberately withheld from others for various reasons;
— technical knowledge or specialist skills can be required to interpret certain facts;
— terminology is not always commonly understood.

The organization should collect information from a range of sources and assess the credibility of
new information if received from unknown or unverified sources. The information should then be
systematically collated, analysed, evaluated and presented in a format appropriate to the situation,
which can be called a “situation report”. As information changes, the report should be updated.

The organization should not assume its ability to build shared situational awareness in a crisis on
the basis of normal operations. It requires effort to understand the requirements and develop the
structures, processes and competence needed to meet them. To build situational awareness, the
organization should have the following:

— Trusted channels to source relevant information during a crisis.

— Ways of working to find relevant information when there are no existing channels. There is
a tendency to rely on the news media but the timeliness and reliability of even the major news
corporations cannot be taken for granted, especially at the early stage of a crisis.

— Structures and processes to analyse and evaluate the quality and relevance of the information to
the crisis situation as not all information circulating during a crisis is equally reliable or unreliable.
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It is vital that the organization has the skills and ways of working to make informed judgements
about source reliability, relative accuracy, timeliness and relevance.

— The capacity to analyse, interpret, understand and turn information about the crisis situation into
intelligence. This intelligence can add value to the organization and provide targeted and specific
context to inform the prioritization and direction of the response effort, which can require specialist
skills or specific technical, product or policy knowledge.

— The capacity to consider the meaning, implications and possible alternative interpretations of
the available information. Decisions, and the rationales for these, should be recorded to provide
an auditable trail for potential post-incident review or investigations. An inventory of skills in the
organization can enable their rapid recruitment to the crisis response.

— The means to present information to decision-makers in the most effective format possible. The
specifics of the crisis and the requirements and interests of the decision-makers will determine
what is appropriate. Those in a decision-support role need to understand the specific concerns,
background knowledge and other requirements of the decision-makers.

5.3.4.5 Composition and responsibilities of the crisis management team (CMT)

The CMT should generally include top management because it can provide strategic vision, the
authority to make decisions in a crisis situation and enact its leadership function. Individuals with the
appropriate level of authority, experience and capabilities should be appointed to the CMT.

The CMT should be supported by operational and tactical teams. This can allow the CMT to remain
strategic in its thinking and approach, giving direction to the tactical team for the planning and then
the operational team for active implementation.

The size of the CMT varies according to the size of an organization and the nature of the crisis, but
typically consists of strategic decision-makers and representatives from key business areas. Teams can
be expanded to include internal or external specialists or expertise as required. Roles can include the
following:

a) Leader: responsible for leading the CMT and acting as the primary contact for the operational
elements of the crisis response. The leader should be an authoritative, respected senior executive
with a long-term perspective, who is trusted and decisive without being impulsive. It is important
to maintain appropriate representation within the CMT that does not leave the wider business
without leadership while the crisis is being managed.

b) Human resources (HR): ensures that people issues are being addressed. The role holder should have
broad HR expertise or be able to contact an appropriate resource. They should be able to provide
quick access to employee data for personnel accountability, contacting next of kin, and can need to
address trauma support and trauma counselling as required.

c) Operations: ensures that delivery of the ongoing services and business priorities is maintained and
coordinated appropriately. This function should be able to apply priorities across the organization
as needed and allocate additional resources if required.

d) Legal: provides legal counsel to the team and arranges for external legal support as necessary,
participates in communication preparation, and advises on other crisis-specific issues.

e) Communications: prepares the communication strategy and coordinates the media response which
should incorporate legal advice for all communications. The communications lead is responsible for
drafting, overseeing the approval process, and disseminating all finalized messaging on behalf of
the organization to all relevant internal and external interested parties. Communications has a key
role in protecting the brand and reputation of the organization (see also 8.3 and 8.9).

f) Finance: assesses the financial impact of the crisis and the organization’s response, monitors
developments, and advises on/authorizes contingency budgets and emergency spending.
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g)

h)

j)

Log keeper: an essential part of the crisis team who maintains a log of all decisions and actions
for later reference and use with reviews and reports, insurance or liability issues, enquiries or
investigations.

Business continuity representative: advises on appropriate recovery measures.

Other business teams: additional support for the core team is provided by specialist teams, such
as risk, facilities, security, information security and information technology (IT), which assess
damage and advise on the appropriate recovery plans and available facilities.

Administrative support: depending on the extent of the crisis, the leader and CMT can require
administrative support, which can include record-keeping, updating information boards and
systems, tracking documents, updating team members and monitoring information channels.

5.3.5 Response

5.3.5.1 General

The CMT should respond to the crisis and take appropriate action depending on the dynamic and
complex nature of crises. The CMT should note that each crisis will be unique and include consideration

of:

a)

b)
‘)

d)

f)

g)

h)

j)

k)

D)

m)
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pursuing situational awareness, with the team confirming their (individual and shared)
understanding of the situation and its dynamics, and continually reviewing it;

examining and monitoring the impact and management of the crisis on business as usual;

identifying issues and risks, making decisions, assigning actions and confirming the implementation
and results of actions;

setting an operating rhythm for the response, so that meetings, briefings, information
dissemination, press releases, conferences, etc., can be arranged coherently and can require 24/7
or protracted resourcing;

managing meeting agendas and ensuring brevity;

defining (and continually reviewing) the strategic direction of the response by setting response
objectives;

confirming and reviewing internal and external communications, strategy and media (including
social) monitoring;

reviewing and monitoring the crisis management response to ensure that priorities are understood
clearly and that its performance, and the flow of information, are appropriate to the demands of the
situation;

continual identification, monitoring and oversight, and review analysis of interactions with
interested parties, to ensure that the right people receive the right messages and information, and
that their views, advice and assistance are actively sought;

monitoring and reviewing the objectives and effectiveness of any subordinate team to ensure their
activities are aligned;

active monitoring and horizon scanning of the situation, including realistic worst-case-scenario
planning to inform escalation, potential and proactive mitigatory activities during the response to
all CMT members at all times;

monitoring if there are cascade effects or hidden interdependencies within or outside the
organization, and new developments requiring additional or new responses;

ensuring that strategic crisis response and conflicts of interest or resources are managed;
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ensuring that strategic planning for recovery starts as early as possible.

5.3.5.2 Process for CMT response

The organization should establish and monitor a generic, continual process for the CMT response,
including the following (see Figure 3).

Situational awareness: the CMT should develop a shared situation awareness by promoting active
participation and utilizing relevant information from all the CMT members.

Assessment of potential consequences: the CMT should assess the potential consequences introduced
by the specific situation. The assessment should include assessment of the potential consequences
to important values and functions, such as people, environment, the organization’s integrity (e.g.
ethics, liability and reputation) and its viability (e.g. assets, production and services).

Defining goals and objectives: the CMT should define goals and objectives that align with the
organization’s strategy.

Planning and prioritization: although the organization has established a predefined generic plan for
crisis, the CMT should establish a situation-specific plan for handling the current crisis’ potential.
The plan should include objectives and corresponding strategic activities (e.g. HR, communications,
production, legal, financial). Responsibilities for activities should be specific and coordinated, as
appropriate. The CMT should prioritize its activities based on its objectives and capacity, to ensure
that priority is given to the most important strategic decisions.

Implementation: the CMT should ensure proper implementation of the prioritized work streams and
corresponding strategic measures according to its responsibilities. Teamwork should be promoted
to ensure the best use of resources and to optimize achievement of objectives.

Evaluation: The CMT should ensure necessary feedback on implementation for the evaluation of
progress. The evaluation should be shared to the CMT as the basis for continual updating of the
shared situation awareness, potential assessment and situation-specific plan with corresponding
objectives and priorities. Critical thinking should be an integral part of evaluation.
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Figure 3 — Process for the crisis management team response

To conform to the response process, the CMT should, as a minimum, ensure the meeting agenda for
the strategic meetings to include: a) situation, b) potentials, and c) plan (objectives, work streams and
priorities).

The time of meeting and implementation should be balanced to ensure a favourable mix of planning and
execution capability.

The transition from response to recovery of the operations by the CMT should be planned at an
appropriate time to refocus priorities and objectives. It can be considered when:

— an organization’s viability and integrity are largely assured;

— the response capacity or capability of the organization is sufficient;
— the majority of upcoming challenges and tasks is foreseeable;

— the majority of tasks can be planned.

The transition can be implemented by:

— longer intervals between CMT conferences or shorter meetings;

— transfer of tasks to business as usual operation;

— change in the focus and resources of the CMT;

When the work of the CMT concludes, it should be communicated to those involved including information
on who is the point of contact for enquiries.
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The response and the recovery activities are not necessarily consecutive and can overlap.

5.3.6 Recovery

The recovery phase involves dealing with the effects of a crisis and how to return to “normal”, or
adapting to new circumstances, particularly if a major change has taken place following the crisis.
Throughout recovery, decisions should still consider risk and options for modifying risk. Emerging
issues that are not identified and addressed during recovery can cause further harm and can give rise
to another crisis.

Plans and protocols should recognize there is a transition and handover from the response phase to the
recovery phase. Recovery planning can be directly affected by decisions made as part of the response.
Longer-term recovery objectives and issues can inform response managers who are making decisions
on immediate issues. The recovery team should be led by a member of the CMT and adequately
resourced.

The recovery effort can be long term and can need resources long after the response phase is over.
Issues often characterized by reputational damage, investor concerns, economic impacts and ongoing
legal and insurance challenges can continue for a considerable period of time. The organization should
also consider that the recovery needs to be adequately resourced.

The social cost should be considered as interested parties can be affected. In addition to the physical
rebuilding or replacement of infrastructure, the organization can be required to support investigations
or enquiries by the police or regulatory authorities. The CMT should also be aware of sensitivities
attached to the natural processes of healing and grieving, where individuals and their families have
been directly affected by the events.

As part of recovery, the organization should:

— have a strategic direction for recovery from the outset;
— startrecovery as early as possible;

— consider strategic opportunities.

Giving adequate strategic attention to the recovery effort prevents good work from being undone, the
neglect of critical relationships with interested parties, and a failure to realize potential opportunities.

Lost opportunities can include a failure to:

— regenerate the organization;

— cease problematic activities;

— bring forward long-term development plans.

Recovery can present an opportunity to regenerate, restructure or realign an organization. The essence
of recovery is not necessarily a return to previous normality. It can entail moving towards a model of
operations and organizational structures that represent a new normality, confronting harsh realities
and realizing potential opportunities revealed by the crisis.

5.3.7 Continual improvement

Continual improvement is a core element of crisis management (see Clause 9). Experiences from
exercises and crisis events support this objective.

The organization should:

— undertake a review of the crisis or exercises, including an evaluation of the response, the plans and
procedures, and the tools and facilities, to identify areas for improvement;
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— identify lessons to be learned and make recommendations for change, including the responsibilities
and timelines to drive changes forward and ensure they are completed;

— learn from the crisis and exercises and make improvements to become better prepared and build
resilience, including making changes in the organization, its people, its plans and its procedures;

— conduct debriefs and follow-up communication with individuals, teams and interested parties
involved in the crisis to identify learning opportunities;

— reflect and act on lessons so that latent problems and vulnerabilities do not persist and predispose
the organization to future crises.

6 Crisis leadership
6.1 Core leadership skills and attributes

6.1.1 General

The capability to lead effectively in a crisis should not be assumed, or taken for granted, as a result of
an individual’s appointment or status (see 5.2.2). Managers reviewing their training and development
needs can find it useful to refer to the crisis management skills (see Figure 4). It is important to recognize
that some people are not suited to addressing crisis situations and enforcing crisis management which
can be identified as part of their training and exercising.

An important function of a leader in a crisis is to stabilize the situation. To help do this, a leader should
instil confidence and bring out the best from everyone involved, providing clear direction and control
in handling the situation. It is not always possible to quickly impose order on a chaotic situation, but
the leader should demonstrate integrity, empathy, compassion, authority and determination. This
will defuse tensions, provide a focus for activity and reassure interested parties that responsible and
competent leadership is in charge of the situation.

The leader should provide calm, caring and assertive engagement while leveraging team strengths,
encouraging creative thinking, promoting accountably within a no-blame culture, taking timely action,
and unequivocally assuming appropriate and ultimate responsibility for the crisis management.

Leadership needs excellent interpersonal skills such as consensus-building, teamwork, flexibility,
communication and the ability to find options within existing time constraints. Leaders need to be
comfortable dealing with the uncertainties that crises present and capable of driving an organization
coherently through very confused situations.
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/ TASK SKILLS INTERPERSONAL SKILLS \
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Figure 4 — Crisis leadership skills

An important aspect of crisis leadership at the start of the response is to follow the agreed management
process to identify and take steps that will eliminate the cause where possible, limit the extent of
further damage, contain it and reduce further escalation so that subsequent response activities have a
firm basis.

6.1.2 Role and responsibility of the crisis leader(s)

The crisis leader(s) should:

a)
b)

c)

d)
e)

f)

g)

h)

ensure that the teams are activated and operating;
lead the team’s executive meetings, determine their timings and frequency, and set the agenda;

review the composition and performance of the CMT and its supporting personnel as the crisis
evolves and adjust if necessary;

promote a shared situational awareness;

challenge the evidence and thinking in a crisis and encourage the CMT to do the same (this can
include remonstration);

determine the strategy, set the strategic aim and identify objectives for the different teams and
departments contributing to the response;

continually review and make changes as necessary, ensuring that departments, teams and agencies
report regularly against their objectives and make appropriate progress;

consult widely and advise top management of progress, strategy and required actions;

promote the creation of a cross-organizational consensus, as appropriate, indicating the reasons
for overriding any advice or recommendation;
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j) recognize dilemmas, and understand that a decision needs to be taken based on what is known at
the time;

k) ensurethatdecisions are based on the bestinformation available at the time, and are compassionate,
proportionate, necessary, ethical, legal and aligned with the organization’s values;

1) ensure that decisions and underlying rationale are recorded and documented to permit scrutiny
and analysis after the event so that lessons can be identified;

m) review and authorize strategies for key internal and interested-party communications, and for
public and media information produced by the communications team;

n) stay in their assigned strategic role;
0) direct and empower subordinate leaders;

p) encourage the CMT to concentrate on defining what has to be done and not the operational and
technical detail of how it is to be done;

q) provide strategic direction for the recovery as early as is practicable, and commit resources for it;

r) think creatively, be prepared to think outside the paradigms of normal operations and
organizational culture, and consider radical solutions;

s) determine when it is desirable and safe to scale down or stand down the response;

t) ensure identification and follow-up of important experiences, lessons and learning (see Clause 9).
6.2 Well-being and sustainable crisis response

6.2.1 Crisis management responders

Crises can place exceptional demands on those assuming crisis management roles and responsibilities
and can result in an unacceptable impact on the well-being of individuals. Crises can be persistent in
nature, and responders can be required to manage multiple crises simultaneously.

Top management should investigate, review and implement measures to mitigate such impact and
assist if individuals, or their families, need support including:

a) assigning responsibility for monitoring well-being of individuals or their families;
b) identifying sufficient personnel to fulfil crisis management roles;

c) supporting well-being and fatigue management for those responding, by providing food and
beverages, rest areas and accommodation;

d) training, validation and awareness;
e) resources for dealing with distressing issues;

f) providing access to specialist resources and timely individual support to address well-being
concerns that cannot be triaged by the organization (psychological support).

6.2.2 Wider interested-party impact
Top management should:

— emphasize the investigation, review and implementation of measures to mitigate the impact on
well-being and provide support;

— be visible, contactable and available to interested parties.
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7 Strategic crisis decision-making

7.1 General

Decision-making is the process that leads to the selection of a course of action from more than one
option. This selection is based on the values, weight factors (including legal, technical, operational,
etc.), priorities and preferences of the decision-maker(s), which can be reached on a singular or group
decision basis. The quality of the precise meaning and exchange of information and data in the decision-
making process can impact on the decision or the level of consensus achieved.

The challenge of crisis decision-making is frequently underestimated, ignored or unknown, except with
the benefit of hindsight. Decision-makers need to be aware of “hindsight bias” whereby decisions, with
the benefit of hindsight, seem flawed or erroneous. Consequently, the basis for making decisions or
taking subsequent actions should be recorded with the relevant context and information so that they
can be adequately justified.

Even the most clear-headed and decisive senior executive in day-to-day settings can be overwhelmed in
a crisis, leading to uncharacteristic errors, hasty reactions, decision avoidance or delays.

Poor decision-making almost certainly exacerbates an already difficult situation and has potentially
long-term negative impacts on the reputation and value of the organization.

At its core, crisis response involves making decisions based on the best information available and
turning those decisions into direction and action that control the organization’s response to the events
and minimize the impacts of the crisis that is compatible with the organization’s strategic direction.

A wide range of decision-making models exists with three primary considerations:

— Situation: Situational awareness involves an appropriate knowledge of these factors: What is
happening? What are the impacts? What are the issues? What are the risks? What can happen?
What is being done about it?

— Direction: What end-state is desired? What is the aim and objectives of the crisis response? What
overarching values and priorities will inform and guide this?

— Action: The effectiveness of actions should be monitored and reported on. What needs to be decided?
What needs to be done? When to resolve the situation and achieve the desired end-state?

Basic decision-making includes establishing the situation, identifying the relevant issues, generating
options, evaluating the options with reference to the desired end-state, and making a decision or choice,
all of which should be consistent with the values and the strategic priorities of the organization. Ideally,
strategic decision-making in a crisis also follows a process, such as in Figure 5.
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Figure 5 — Strategic decision-making in a crisis

This process seems logical and straightforward, except that these types of rational models assume the
decision-maker is fully informed, can determine the outcomes of a choice with perfect accuracy and is
thinking entirely rationally. The reality, however, is often different.

7.2 Why decision-making can be challenging

Decision-making by people in a crisis does not always follow a clear-cut decision process. The nature
of crises creates an environment that potentially derails the rational decision-making process at both
strategic and tactical levels during crisis response.

Crisis management takes human and cultural factors into account as these factors significantly
influence all aspects of crisis management. Human behaviour and culture include values, perceptions,
beliefs, attitudes, intentions, competencies and capabilities. It is important to be aware of human and
cultural factors as they can both cause stress and comfort when working as individuals and as part of a

group.

All of these factors place extreme psychological pressures on the CMT and other affected personnel
across the organization. However, the high levels of uncertainty that characterize the majority of
crises, caused by lack of knowledge and abundance of rumours, assumptions and misinformation, are
particularly threatening to effective decision-making. Uncertainty significantly increases a decision-
maker’s stress levels, which can negatively affect their cognitive processes, and increase the likelihood
of flawed decision processes and poor decisions.

The challenges to effective decision-making are clear but even overcoming these challenges does
not guarantee a successful outcome. However, effective decision-making significantly increases the
likelihood of success.
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7.3 Dilemmas, decision delay, decision avoidance

Crisis decision-making is sometimes characterized by dilemmas for which apparent solutions are not
right or wrong but better or worse and where solutions to one problem potentially generate further
issue(s). Such dilemmas often have an element of moral hazard or adverse selection (making a decision
that will have a less bad outcome than other decisions) and are therefore perceived as having no good
outcome and potentially leading to undesirable outcomes. These dilemmas induce particularly high
levels of stress and anxiety in the decision-maker.

While uncertainty does not always increase the chances of the CMT actively making large-scale errors
or wrong choices, uncertainty over the potential outcome of a decision can block or delay the CMT from
implementing decisions.

One of the main reasons for this is the CMT’s perceived accountability over a decision that can, with
hindsight, be judged by interested parties as having been the wrong choice. Doing nothing can be
perceived as less blameworthy than an actively made mistake. However, the failure to make crucial
decisions and act when required is one of the most pervasive issues that decreases the effectiveness
and efficiency of the crisis response, and which has produced tragic outcomes to crises. It should be
made clear that members of the CMT should not be held liable for decisions made in good faith during
a crisis. However, it should also be recognized that the organization can still be held responsible and
accountable for its actions.

The CMT can be influenced in its decision-making by specific interested party interests in order to
achieve a particular outcome. The organization should monitor external influences so that they do not
run contrary to the needs of the organization.

7.4 Decision-making issues

This document cannot present the full range of potential biases and pitfalls, but self-awareness is
critical. Crisis leaders and decision-makers should be mindful of potential issues, such as:

— groupthink;

— confirmation bias: the tendency to seek or prioritize information that confirms a preferred
interpretation or option at the expense of contradictory information (which can be correct and
relevant);

— tunnel vision and fixation errors;

— wishful thinking;

— stereotyping;

— disproportionate emphasis given to preferred sources;

— afailure to challenge assumptions of various types (not allowing lateral thinking);

— premature closure on a particular interpretation, position or path of action.

7.5 Effective crisis decision-making

The organization should identify the factors that improve the effectiveness of strategic decision-making
in a crisis, including:

a) implementing, at an organizational level, policies, structures (teams and roles), plans, processes
and tools to support the organization’s crisis management capability as a whole and the CMT in
particular;

b) gaining experience in crisis decision-making environments as individuals and teams;
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c) training CMT members in the use of decision techniques to reduce the effect of uncertainty on their
cognitive abilities;

d) recognizing the signs of weak decision-making, including a failure to challenge evidence,
assumptions, methods, logic and conclusions, and the adoption of measures to provide alternative
perspectives;

e) developing the ability to keep the scope of the decision-making process at the strategic level,
providing the adequate framework, delegation, high-level direction for dependent decisions and
actions at the tactical and operational levels, without micromanaging and unnecessarily limiting
them;

f) enhancing CMT decision-making culture by leaders creating and supporting the development
of team characteristics that address task conflicts and allow members to feel safe in displaying
proactive behaviour in a climate of psychological safety.

The organization should make decision-makers aware of the challenges faced and the tools and
techniques available to manage uncertainty and reduce the potential for individual or collective
decision errors.

8 Crisis communication

8.1 General

Effective communication is a key component of successful crisis management and forms an integral
part of the organization’s response to any crisis. It covers both internal and external communication,
designed and delivered in support of the crisis management function.

Crisis communication positions the organization as the central source of information, demonstrates its
control of the situation and reassures interested parties.

The organization should:
— develop an effective capability to communicate internally and externally during a crisis;
— develop and deliver a consistent message that conveys the organization’s reaction to a crisis;

— provide information that is known at the time, and what it is doing to address the issues and its
responses at both a human and organizational level.

8.2 Pre-crisis preparation

The organization should ensure the seamless transition between day-to-day management of
communications and the activity undertaken to manage a potential or actual crisis. With modern
communications, information can be available in near real time, which is key, given that time is a scarce
resource in crisis situations. The organization should prepare to respond effectively and to quickly
move from a reactive to a proactive phase.

The organization should develop a crisis communication plan that sets out the roles, responsibilities
and actions to be taken by members of the communications team and those supporting them.

The crisis communication plan should include:
— draft holding statements;

— guidance for call takers;

— fact sheets and press Kits;

— locations for press conferences;
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— list of media channels to be utilized;

— tools and systems to help manage social media monitoring and engagement;
— list of interested parties and a management matrix;

— contact information for resources, including spokespeople.

The crisis communication plan should:

— setouta structured approach to managing a communications response;

— assign clear responsibilities and accountabilities;

— establish procedures and tested arrangements for invocation;

— identify the options for resourcing to meet high levels of demand.

The organization should regularly rehearse its crisis communication process to ensure that the systems
are effective and that teams are prepared.

8.3 Managing relationships and reputation

Engaging with the media is an opportunity to send purposefully structured messaging to interested
parties. This can help avoid misinformation and rumours about the situation and the crisis management
strategy, actions and decisions.

The organization should proactively engage with the media to provide an accurate account of the
incident, protect its reputation, and communicate its own message to counter what can be said by
uninformed people or those with harmful intentions.

The extent of this relationship needs to address different media in order to have the most extensive
coverage. Special attention should be paid to social media given its potential to spread information
quickly, increasing the risk of misinformation.

The organization should identify and take into account the concerns and views of interested parties
including customers, employees, shareholders, suppliers, regulators, partner organizations, public
bodies and the wider community. Crisis response arrangements should include the capability to
assess and understand the factors that are important to interested parties and which can impact the
organization’s reputation.

The organization should have a process to identify, categorize and prioritize key interested parties,
their concerns, their potential impact on the success of the crisis response anticipated questions, and
appropriate means of communication. The communications team should track which interested parties
have been communicated with, when, by whom and when the next communications will be.

NOTE For more information, see ISO 22329.
8.4 Keyroles

8.4.1 Communication team

The organization should establish a communication team, including:
— communications lead on the CMT;

— spokespeople or press officer (see 8.4.2);

— writers and translators;

— media relations (see 8.4.3);
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— social media (see 8.6 and 8.9);

— call-takers;

— internal communications;

— interested-party communications.

These roles should be covered within the resources available, but not necessarily by individual
personnel.

The crisis leader should review and authorize key communications produced by the communications
team (see 6.1) and work in collaboration with those who have authority to approve communications
(see 8.6).

8.4.2 Spokespeople

The organization should train and prepare spokespeople to engage with the external interested parties
(such as the media, community and next of kin) so that they are comfortable in the role. The training
should also take into account the various media channels that will be utilized.

The choice of spokespeople should be appropriate to the target audience and is dependent on the type
and impact of the crisis. The organization should ensure the consistency of the message when more
than one spokesperson is providing information on its behalf.

8.4.3 Mediarelations

The organization should engage with and monitor the media (including social media) to gain an early
warning of crises, and to assess the level and focus of external interest and the wider impacts not
reported through other channels.

Engagement and monitoring of the media is also important during the crisis response phase and for
post-crisis recovery.

The organization should analyse the detailed information being reported and the external
“conversations” and “trends” to allow for validation of the organization’s position and measure how
effective it is in engaging with the issues, conveying its message and generating the conversation it
wishes to engage in.

The organization should identify incorrect media reports, shifts in interest, correlated interests, peaks
of engagement, and the extent of rumour and misinformation that interested parties can access.

8.5 Crisis communication strategy

The organization should develop a crisis communication strategy that is approved by top management
and supported by appropriate training. It should align with and promote the organization’s core values
and include:

— communication needs for employees and internal interested parties;
— coordinated internal and external communication;

— theorganization’s core message to be adapted in the approach (style and tone) for different audiences
and across all mediums (channels);

— key themes within the message;
— supporting material behind those themes;

— alist of identified and prioritized interested parties to receive information;
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identification of all primary and secondary means of communication for each interested party
group;

communications objectives;
reputation risks;

an engagement plan that provides guidance about the level of information that is to be transmitted
and to whom.

8.6 Key principles and activities of crisis communication

Top management should empower the communications team to:

a)
b)

c)

d)

e)
f)

respond quickly (this is due, in part, to the speed at which information can be in the public domain);
prepare what is to be said, by whom, when, how it will be said and why it will be said;

respond in a timely manner that meets interested party expectations and enables the organization
to position itself as the trusted source of information throughout the management of the crisis;

take prompt steps to correct misleading reports and be able to discuss non-contentious issues
within their expertise;

determine with whom to communicate (target audience), in what order and who says it;

anticipate key concerns, questions and emotional relatability factors of the crisis, including: What
happened? Why did it happen? Who is to blame? When was it discovered? What is being done about
it?

The key principles for crisis communication are:

preparation: have a clear, straightforward communications process in place;

timeliness: communicate quickly and appropriately, indicating that more information will be given
when possible;

monitoring: keeping track of what is happening, ensuring proper triaging in order to prioritize
decision-making by the CMT, and drafting by the communications team, is critical;

appropriate updates: release what is known including uncertainties; little and often is better than
waiting to release everything;

consistency and continuity: speak with one voice but not necessarily a single spokesperson;
transparency: an open and honest approach within the boundaries of privacy and confidentiality;
accuracy: use hard facts and avoid rumour, conjecture and assumptions;

accountability: apologize when appropriate and relevant;

strategy: develop core message(s) and the supporting themes, and keep building them;
prioritization of the interested parties and what needs to be communicated;

empathy: be empathetic when appropriate;

approval: know who has the authority to sign-off communications.
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8.7 Consistency of message
The organization should:

— establish a clear message and share its core content across all forms of outgoing communication and
throughout the organization;

— ensure consistency in all messaging regarding all tailored messages for different interested parties;
— explain changes as the situation evolves to maintain consistency.

Figure 6 outlines a practical crisis communication flow.

Decide on
overarching

objectives

Confirm
audiences and
stakeholders

Design strategy
and select key
messages

Monitor feedbacK

Select
channels of
communication

Disseminate Defined audience
message

Figure 6 — Crisis communication flow

8.8 Barriers to effective communication

The organization should recognize and circumvent the barriers to effective crisis communication.
These barriers include:

a) unclear messages which do not convey the desired information;
NOTE There can be differences between what people want to know and what they need to know.
b) failure to use the appropriate channels to reach the desired audiences;

c) failure to use the relevant or appropriate language for the target audience including the use of
complex or technical language which can confuse those reading or listening;

d) failure to respond to public feedback and amend outgoing messaging accordingly;
e) failure to recognize appropriate priorities;
f) failure to approve messaging in a timely manner against the level of urgency;

g) failure to identify and understand the emotional relatability of the situation, and communicate
effectively, empathize with others, overcome challenges and defuse conflict;

h) failure to coordinate the consistency of communication with relevant participating interested
parties.
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The organization should align both internal and external communications across regions, departments
and interested party groups (e.g. next of kin) as well as with other organizations involved in the
response.

8.9 Social media — Opportunities and threats

The organization should recognize that knowledge of a crisis will be in the public domain quickly as
social media has exponentially accelerated the dissemination of information. The prevalence of social
media presents an opportunity as well as a threat and is a means of wide-ranging communication.

The importance of social media should be considered by the CMT prior to a crisis in order to build its
crisis management capabilities. This document does not provide detail on building and implementing
such a strategy but provides the key ideas to be taken into consideration.

It is likely that some organizations can find it an advantage to turn to communication professionals in
order to build such a capability and/or to implement it in business-as-usual times as well as in crisis
management times.

Every social media channel is specific, with its own culture, public and functions. The social media
environment constantly evolves but should still be part of the knowledge available to the CMT.

Organizations often build their business-as-usual social media communication on a few basic social
media platforms in order to exist and work in these environments and to develop their image and
credibility. These actions are the basic capabilities needed in order to be able to manage a crisis
situation. Nevertheless, in a crisis, the CMT should be able to watch the traffic on other social media and
be prepared to use them.

Social media should be considered as both a communication and a management issue. It should take
into consideration the personnel as well as the public. What is specific to social media is the effect of
action and activity or the lack of it.

9 Training, validation and learning from crises

9.1 General

Crisis management capabilities and their supporting components should be embedded through training
and validated through the application of relevant tools and techniques in order to provide assurance to
top management and other interested parties. Exercises should be carried out to ensure the plan and
processes are fit for purpose and to improve competency. The objective of building crisis management
capabilities through continual improvement can also be supported by the organization's training and
exercising activities and learning the lessons identified from crises.

While some training focuses on the use of plans, some situations can require new solutions. Training
includes leadership, network coordination and ability to innovate under stressful situations. The
strategic crisis management training provided by the organization should address the ability to
improvise, innovate and should be flexible when a situation is not addressed by current plans.

Assurance should be able to demonstrate that those capabilities and their supporting components are
reliable, such that top management can have confidence that they will work as and when required,
under reasonably foreseeable circumstances.

The organization should use the results of validation activities to strengthen an organization’s
preparedness and resilience. Three activities - training, validation and learning - require a systematic
and rigorous approach, and a commitment to reporting accurate and appropriate assurance information
to top management.
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9.2 Developing competence

Developing competence is a key process of the development of a crisis management capability, and it
should be done in a systematic fashion.

The organizations should use the results of validation activities to strengthen an organization’s
preparedness and resilience. It is important in developing a crisis management capability to do both,
and to do them in the right order.

Figure 7 summarizes a cyclical approach, starting with a framework that is the agreed structures,
including processes and ways of working by which an organization, by itself and in cooperation with
others, will prepare for, respond to and recover from crises.

/— Framework \

Improving Individual training
Learning Collective training
& /
N Validation e
~ ///

~

Operations =~

Figure 7 — The training-validation-learning cycle

9.3 Training

The organization should train personnel to improve knowledge, skills and attitudes and to enhance the
performance of the crisis management roles they will fulfil.

Top management should identify and make the best use of transferrable skills to reduce the training
burden.

The organization should also arrange realistic and practical training for the CMT that focuses on issues
of strategic significance to the organization.

The organization should train decision-makers to be familiar with the impact of innate and learned
biases and behaviours that influence individual and group decision-making.

The training for the crisis team members should focus on development of the following skills:

a) creating, maintaining and visualizing shared situational awareness and analysing issues to
evaluate their potential wider impacts and the worst-case scenario;

b) developing the underpinning skills in information management and analysis;

c) deconstructing problems, in order to assess their scale, potential duration, impacts,
interdependencies and various dimensions;

d) identifying and communicating effectively with interested parties, the media and the public;

e) identifying and countering threats (actual and emerging) to the organization’s integrity, brand,
values and reputation;

f) determining, articulating and reviewing strategy, aims and objectives, and maintaining strategic
focus without being drawn into the operational detail;
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g) demonstrating visible leadership and decision-making, and providing clear, unambiguous direction
to teams and people working in stressful situations;

h) using tools provided to assist in the performance of crisis management roles;

i) recognizing ethical issues in relation to confidentiality, discretion and judgement;

j) administration skills such as establishing meetings, recording actions and decisions.
Methods for training and developing such skills include:

— case studies and simulations to promote reflection and analogous learning (see 9.4);

— consideration and analysis of examples and case studies that reflect challenging and realistic levels
of uncertainty, difficulty, dilemma and complexity;

— graduated introduction of significant and appropriate levels of pace and tempo, designed to reflect
(in a controlled way) the stresses of crisis management on individuals and teams;

— astructured and facilitated debriefing to identify strengths and improvement areas at the personal,
team, and organizational levels, with action planning to follow up on lessons identified (in this way,
training is seen as a process of development rather than as an isolated event);

— recording and justifying decisions taken, so that the actions of the crisis managers are open to
examination later (this facilitates learning and allows managers to account for their choices during
any enquiry).

The organization should provide a practical, learning experience to improve decision-making ability
and develop creative-constructive solutions. This way of learning provides to the individual and the

group:
— experience of being able to solve (strong motivator and learning stimulus);

— increased competence in solving unforeseen and complex problems.

9.4 Exercising

The purpose of exercising is to:

— rehearse crisis management processes and activities;
— evaluate capabilities and their supporting components;

— encourage and facilitate each individual to question their own and the organization’s readiness and
fitness for crisis management;

— build confidence in their operation;
— develop the ability to work as a team under adverse and stressful conditions.

The organization should set clear objectives for exercises. Exercising everything in a single exercise
is unlikely to be productive. Instead, the organization should focus on specific crisis management
capabilities and functions and perform regular exercises to continue to progress the organization’s
overall readiness.

Exercises and their scenarios should be appropriately challenging and complex, reflecting the general
characteristics of crises. They should also be realistic if they are to have credibility and be based on
a reasonable estimate of the impact of the notional crisis. Scenario design is, in itself, a very useful
way of learning by exploring risks, as well as testing the limits of assumptions about how crises can be
managed.

The organization should select the exercise type or methodology that best meets its objectives and
requirements.
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Different exercises are available to support an organization’s training, exercising and testing
requirements.

Exercises provide an opportunity to create the environment of increased stress and pressure and
enhanced crisis management capabilities.

NOTE Further guidance on exercising and testing is given in ISO 22398 and 1SO 22313.

9.5 Validation

Validation describes a set of approaches and activities which provide the basis for assurance in the
form of a judgement on the degree to which the crisis management capabilities and their supporting
components meet the expectations that have been defined for them. The organization should record and
disseminate evidence of validation from exercises and “real” crises responses as a means to improving
its readiness and resilience.

Exercises are often regarded as synonymous with validation. There are many different approaches
to validation, which can include self-assessment, peer review or external scrutiny, and a variety of
approaches and techniques, including post-crisis reporting, simulations, war-gaming, analytic and
modelling techniques, and red teaming. The organization should consider using exercises and a wider
range of approaches and techniques.

Top management should articulate, approve and visibly support the organization’s policy on validation
and assurance to demonstrate that resilience is part of the organization’s core business.

9.6 Evaluating and learning

The organization should use exercises to rehearse and evaluate arrangements, give personnel practice
in the roles they have been assigned and trained for, and confirm that arrangements actually work. This
is an opportunity for organizational self-analysis that demands a high level of reflexivity and an honest
appraisal of performance. Learning and debriefing issues should bear in mind political positions and
confidentiality using discretion and good judgement.

If personnel and units, or the entire organization, require improvement, deficiencies should be exposed
and managed constructively rather than covered up to protect reputations or avoid uncomfortable
realities.

The exercise plan should include a rigorous debriefing and analysis that leads to a statement of the
lessons that have been identified. An action plan should then be raised and implemented.

Once improvements and corrections have been made, and have been proven in subsequent evaluations,
it will be possible to call them “lessons learned”.

Post-crisis exercise activity should be carefully managed and include:

— structured debriefings;

— scrutiny and evaluation of decisions and their implementation;

— identification of observed strengths and opportunities for improvement;

— analysis of the extent to which the exercise met its aim;

— lessons that have been identified and their relevance to future capability;

— an action to implement those lessons and a means of reporting and confirming this;
— a “read forward” of these results into the rest of the exercise programme.

The results of exercising should be an increase in team capability and individual skills and
awareness. Training and exercising should be continual improvement processes. To enable building
and development, exercises should be designed to allow for the application of strengths previously
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developed and include an adequate level of challenges so that opportunities for improvement are
identified and evolution is positively stimulated.

The organization should inform crisis managers that post-crisis reviews are not intended to assess
whether their decisions were correct, but whether they were defensible given what was known at the
time. A “defensible” decision is one that was necessary, proportionate, legal, ethical and consistent with
the values of the organization. This expectation should be understood by individual decision-makers
and across the organization.
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