AR ATH sqU
(FEeT SicAfarehr 3R qard fasme)

ART Heal: ITS/14:1 feetrar: 19 2 2019

TS Aol Fell$e S YsSIES, TATH 33T, 3ol THFAUE, S W 3R 3T Aese
AT FoISe VoH & ATEIH T UANSHT 5-Hol AT T 3UJRT FHaAT|

Subject: Using NIC e-mail services through mail clients such as Thunderbird, MS Outlook,
Outlook express, Gmail mobile App and other mobile mail client apps.

This is to inform that official email accounts provided to employees of BIS i.e. mail account with
‘bis.gov.in’ domain, can also be accessed through mail clients such as Thunderbird, MS Outlook,
Outlook express, Gmail app etc. The procedure to configure mail clients to use NIC mail account is
enclosed with this circular.

In order to configure mail clients for using NIC mail account, Internet Message Access Protocol (IMAP)
must be enabled. ITSD has administrative rights to enable/disable IMAP for accounts. Hence, a mail
may be sent to ITSD (its@bis.gov.in) for enabling/disabling IMAP. Thereafter, the enclosed manual
may be referred for configuring mail clients to use NIC mail accounts.

Circulated for Information.

R.K. Kain
Scientist-E & Head
IT Services Department


mailto:its@bis.gov.in
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CONTENTS

1. Outlook Express (IMAP)
2. Microsoft Outlook (IMAP)
3. Eudora (IMAP)

4. Thunderbird (IMAP)

5. Outlook Express (POP)

Note:

Prior to configuring, please ensure that your ID is enabled for POP/IMAP. Please call
support on 011-24305101/5102/5099 or drop a mail to “ support@gov.in”.
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To set up your Outlook Express client (IMAP)

1. Open Outlook or Outlook Express.
2. Click the Tools menu, and select Accounts...

Click Add, and then click Mail...

Internet Accounts

Al Mail | Mews | Directory Service | Mail...
Mews. .
Account Type Contechion Remove Directory Service. ..
Froperties

Set az Dafaull

Esport

Set Ordar

Cloze |
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Enter your name in the Display name: field, and click Next.

Internet Connection Wizard |§|

Your Hame

When you gend e-mail, your name will appear in the From field of the outgoing meszage.
Type vour name az you would ke it to appear.

Dizplay name: |m

Far example: Jahn Smith

< Back ’_ Heut » ,][ Cancel J
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Enter your full NIC email address (like abcd@gov.in) in the Email address:

field, and click Next

Internet Connection Wizard

Internet E-mail Address

E-mail addrezs:

Your e-mail addrezs iz the address other people uze to zend e-mail meszages to you.

i supporti@gov.in

For example: zomeonei@microzoft com

< Back ][ MNewt > ] [ Cancel J

x]
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My incoming mail Server is a IMAP Server.

Entermail.gov.in in the Incoming mail (IMAP) server: field.
Enter mail.gov.in in the Outgoing mail (SMTP) server: field.

Internet Connection Wizard

X]

E-mail Server Hames

My incoming mail zerver iz a | IMAP w | zerver.

Incoming mail [POP3, IMAP or HT TP server:
mail.gov.in

An SMTP zerver iz the zerver that iz uged for your outgoing e-mail.

Outgoing mail [SMTP] server:

mail.gav.in

< Back ][ Heut > J| Cancel

Click Next
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Enter your complete uid: in the Account name: field. Enter your email password
in the Password: field (As per user choice), and click Next

Internet Connection Wizard &l

Internet Mail Logon

Type the account name and pazsword your Intermet service pravider haz given you.

Account name; | suppart |

Paszzword: | |
I

If wour Internet service provider requires you to use Secure Pazsword Authentication
[5P&) to access wour mail account, select the 'Log On Using Secure Pazsword
Authentication [SPA)' check box.

[1Log on using Secure Password Authentication [SPA)

< Back J[ Hewt » ]l Cancel J

Click Finish

Highlight mail.gov.in under Account, and click Properties

Internet Accounts

(4| Mal | News | Directory Service| Aidd »
Accaunt Tupe Connection Hemowve
Mg ol (defaul) Ay Bovailable :

Setaz Default

Impart....

Export...

Set Order

Cloze
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Go to the Servers tab, and check the box next to
“‘My server requires authentication”

Incoming mail (IMAP): mail.gov.in

Outgoing mail (SMTP): mail.gov.in

o

= mail. nic.in Properties

General | Servers | Connection '| Secunty H Advanced || IMAP |

Server Information
My incoming mail zerveriz a  |IMAP TEMVET.

Incaoming rmail [IMAP): | rrail.go.in |

Dutgoing mail SMTPY | miail gov.in |

[nzoming kail Serer —

Aocount name: |test |

Pazzword: | |

[] Remember password

[]Log on using Secure Pazsword Authentication

Outgoing kail Server —

[¥]iMy zerver requires authenticatior Settings...

[ (] J[ Cancel ][ Apply

Click OK
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Click the Advance Tab

Enter 465 in the Outgoing mail (SMTP): field. Under Outgoing Mail (SMTP),
check the box next to “This server requires a secure connection (SSL)”.

Enter 995 in the Incoming mail (IMAP): field.Under Incoming mail (IMAP),
check the box next to “This server requires a secure connection (SSL)”.

e

mail.gov.in Properties

| General | Servers | Connection | Secuwity | Advanced MR |

Server Port Mumbers -

Outgoing mai [SMTP !455 ! Use Defaults

Thiz zerver reguires a secure connection [S5L]
Incoming mail (MAP): 993 |
Thiz zerver requires a secure connection [S5L]

Server Timeouts -

Shot ~0— Long 1 minute

Sending -

[] Ereak apart messages larger than | KB

[ (] J [ Cancel ] [ Apply

Click Apply and OK.
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To set up your Microsoft Outlook Client (IMAP)

Open Microsoft Outlook

Click the Tools menu, Select Email Accounts

Outlook Today - Microsoft Outlook

Al Edt Yew G

Actions  Help Type & question for help
@ oack @] 4 | £} @) outookitoday -!

E-mal Accounts. ., “ B

Customize...

mpty "Deleted Items” Folder

SearchIn = Find Now Clear Options X ‘

Favarice Folders

i olders - Outlook Today
[ Inboz PO

[ Sent Ttems | ¥
Al Mai Folders

Wednesday, December 08, 2010

. Calendar Tasks Messages
a8
(5] Deleted Items Friday Inbox 0
[ Drats Al dsy v Flst (Fsfdes) Drafts 0
[ Inbox Outhoxc 0
L Junk E-mail
(3] outbox
[ Sent Ttems
(8 [ Search Folders

| 4 Mail
] Calendar
-] contacts
ﬁ Tasks

NriLE
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Select “Add a New Email Account

E-mail Accounts

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

E-mail

(®iddd a new e-mail account

() Wiew or change existing e-mail accounts

Directory

() add & new directory or address book
("1 Wiew or change existing directories or address books

-

< Back L Mext = ] [ Close

Click NEXT

10
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You are prompted to Choose E-mail Service

Select IMAP

E-mail Accounts R

Server Type
¥ou can choose the type of server vour new e-mail account will work, with,

" Microsoft Exchange Server

Connect ko an Exchange server to read e-mail, access public folders, and share
documents.

" pOP3

ko a PiOP3 e-mail server ko download your e-mail,

onnect to an IMAP e-mail server ko download e-mail and synchronize mailbo:x
folders.

" HTTP

Conneck ko an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox Folders,

" additional Server Types

Conneck ko another workgroup or Jrd-parky mail server,

Click Next

11
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1. Fill in all necessary fields to include the following information:
Your Name: Enter your name as you would like it to appear in the From:
field of outgoing messages.
Email Address: Enter your full NIC Email address (abcxyz@gov.in).
Password: Enter your email password. (Optional, as per the user’s choice)
Incoming mail server (IMAP): mail.gov.in

Outgoing mail server (SMTP): mail.gov.in

Click On More Settings button

E-mail Accounts

Internet E-mail Settings (IMAFP)
Each of these settings are required to get your e-mail account working.

User Information Server Information

Your Name: | Support | Incoming mail server (IMAP): | mail.gov.in |
E-mail Address: | support@goy.in | Outgoing mail server (SMTP): | mail.gov.in |
Logon Information

User Name: | support |

Password: | P |

Remember password

|:| Log on using Secure Password More Settings ...

Authentication (SPA)

[ = Back ” Mext = ][ Cancel

12
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Select the Outgoing Server tab. Check the box next to My outgoing server (SMTP)
requires authentication and select Use same settings as my incoming mail server.

Internet E-mail Settings &|

iZeneral | Qutgoing Server |Cu:unneu:tiu:un l F'.u:lvanced|

[#]# outgoing server (SMTFY requires authenticakion:

E} IJse same sektings as my incoming mail server
D Log on using

Liser Marne:

Password:

Remember passwaord

Log on using Secure Password Authentication (SP&)

(") Log on ko incoming mail server before sending mai

L =4 ] [ Cancel

Click OK

13



nlc"" mal'VER.ﬁ.n MESSAGING SERVICES FROM NATIONAL INFORMATICS CENTRE p

Click the Advanced tab, and check the box next to this server requires an
encrypted connection (SSL) under Incoming Server (IMAP). Enter Port 993
in the 'Incoming Server (IMAP)' box.

In the Outgoing server (SMTP) box, enter Port 465, and check the box next to

This server requires an encrypted connection (SSL) under Outgoing
Server (SMTP).

Internet E-mail Settings

Server Port Numbers

Incoming server (IMAF): Use Defaults

This server reguires an encaypted connection {S5L)

Outgoing server (SMTP):

This server requires an encrypted connection {55L)

Serwer Timeouts
Chiart T Long G minutes
Folders
Root folder path: |
0K l [ Cancel
Click Ok

14
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Click Next, and then click Finish.

E-mail Accounts

Congratulations!

You have successfully entered all the information required to
setup your account,

To close the wizard, click Finish,

< Back

15
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To set up your Eudora client (IMAP)

Open Eudora
Select Tools and Then Click Options.
Al e e B . WSS

g File Edit Mailbox Message Transfer Special ITnuls Window Help

Filters = e S
‘a ‘8 g ‘ @ %:da Q ﬁ Filter Report H @ s m Search'weh v
s e[ s [BiFLabe]l paibores [ [ 1 [ Subec
@ Hiduia @ L ! File Browser | Q‘j‘_ Fé‘a‘t“‘iEl!
Stationery

Signatures
Personalities

Task Status
Task Errors

Address Book Ctrl+L
Directory Services Ctrl+Y
Link Histary

Statistics

Reset Tools...

E% ESP Groups

Fom. v < |

Subject: Test 1 Eu
To: manav.a@nic.in

ywek |t

test

@R[ EP

16
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Then go to the Category Getting Started on the Left Hand Side

-
Cptions M

Category:
= Real name:
| P ABCD
Getting Started
Email address:
g abcd@gov.in
Checking Mail
. Mail Server {Incoming):
@ mail.gov.in
Incoming Mail User Name:
@ abd|
Sending Mail SMTP Server (Outgoing):
= mdii.guu.i-n
Composing Mail Allow authentication
=
Internet Dialup = [ oK. I [ Cancel ] [ Help

Fill the details as follows:

Real Name: Your name

Email Address: NIC Email Address

Mail Server (Incoming): mail.gov.in

User Name: Login Id

SMTP Server (Outgoing): mail.gov.in

Allow Authentication should be checked .Then press OK

17
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Then go to the Category Checking Mail on the Left Hand Side

-
Cptions M

Category:
Mail Server:
rnail.gov.in
User Mame:
- abecd
Cheddng Mail )
Check for mail every 0 minute(s)
[7] Don't chedk without a netwark connection
I ing Mail
e [] pon't check when using battery
@ Send on check
Seniling ok Secure Sockets when Receiving
= Required, Alternate Port | | LastSSL Info
Compasing Mail
Internet Dialup = [ aK I [ Cancal ] [ Help

Fill the details as follows:

Mail Server: mail.gov.in

User Name: Login Id

“Send on Check” should be checked.

Secure Sockets when Receiving, Select “Required, Alternate Port “

Then press OK
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Then go to the Category Incoming Mail on the Left Hand Side

Options |

Cateqony:

«| Serverconfiguration: & pOP ¥ [MAP
IMAP Mailbox Location Prefis:

it

Fetting Started

Faor new mail, download:
Eheg Mail % Minimal headers only

" Full meszage except attachments over

Incoming Mai twihen | delete a message:
I, & Mark it as deleted
W " Move it to: s
Sending Mail Authentication style:
EE ¥ Passwords " Kerberos
" CramD5

Composing b ail

r@ LI Ok I Cancel

Fill the details as follows:

Server Configuration: IMAP
Leave mail on Server: Should be checked

Authentication style: Passwords

Then press OK
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Then go to the Category Sending Mail on the Left Hand Side

-

Cptions

Category:

Erocl ek we
abcd@gov.in

*

ol

m

Getting Started

g P

Domain to add to ungualified addresses:

Checking Mail SMTP server:
g mail.gov.in
SMTP Relay P lity: -
Incoming Mail elay Fersonaiity: | None
Mi Allow authentication
Fy | Immediate send
Sending Mail Send on check
. [ use submission port (537)
—E Secure Sockets when Sending
Compasing Mail
% |Required, Alternate Port v | | Last S5L Info |
S
Internet Dialup = i’ Ok i [ Cancel

)

Fill the details as follows:

Email Address: NIC Email Address
SMTP Server: mail.gov.in

SMTP Relay Personality: None

Allow Authentication should be checked
Immediate send should be checked

Send on check should be checked

Secure Sockets when Sending, Select “Required, Alternate Port”

Then press OK

20
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Configuring “NIC EMAIL” in Thunderbird (IMAP)

1. Open Thunderbird mail client.
2. Click on Create a new account

& Local Foiders - Mozila Thundersird | N B T = r 1 . E=Slcl” x|
Fle Edt View Go Message Iools Help
# camai -+ wiite i]m.maook| Tag [ Search all messages... <Clek> o
| S Local Folders | 5

Al Folders a»r - 3
B oot Fokders | Thunderbird Mail - Local Folders

& Trash

& Outbox

Accounts

£  View settings for this account

|
( N Create a new account

Advanced Features

J\ Search messages

Manage message filters

w37 |

. [
e s 10-12-2010

21
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3. A new window will appear
4. In this window, Please fill your credentials Your Name, NIC E-mail Address,
Password (Optional)

8 Local Folders - Mozila Truncerbind I - i- =@ =

File -Edit View Go Message Tools Help

B et Ml - = Wiite AddrﬁsBonit Tag~ Search all messages... <Ctrl+K> o
| B Local Folders | =
AllFolders 4 »r " .
5Ll Folders Thunderbird Mail - Local Folders
] Trash
éOutbox
Accounts
{‘f_} View settings for this account
B Create a new account
Advanced ===
~{ Mail Account Setup M

O\ Sear

v Man:

First Last

Your name Your name, as shown to others

Emai] address: il@example.com

Password: Password

[ Remember password

=

S ———————————————————

38 ||

9
u (T
CAREL

22
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5. After filling details Uncheck remember password and then click Continue

s3ge  Tools Help

¥ Getmail - [ wiite

Address Book Tag - Search all messages... <Ctrl+K> »p

| 8 Local Folders |

All Folders 4 p» : N
45 Local Folders Thunderbird Mail - Local Folders
T Trash

& Outbox
Accounts

-f‘:s- View settings for this account

= Create a new account

Ad _—— e
Mail Account Setup 2]
O\ Sear
Your name:  abc Your name, as shown to others
% Mang

Email address: ' abo@gov.in

-member password

23
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6. After pressing Continue Button it will automatically resolve server details
(From this stage onwards it will require internet connectivity)

View Go -Message - Tools. Help

& et - |/ wite (] Address Bock

Tag- Search all messages... < Chrl+K> el
| B Local Folders |
All Folders 4 p " .
<8 Local Fokders Thunderbird Mail - Local Folders
[ Trash
é} Quthox
Accounts
f‘} View settings for this account
Y Create a new account
Advan ot N
l.l:j Mail Account Setup ﬂ
Q,  Ssear
Yourpame:  abc Your name; as shown to others
b Mang .
Email address:  abe@gov.in
Password:  Password
| Remember password Start over
Looking up configuration: Email provider
Username:
"+ Incoming: IMAP None
'+ Outgoing: SMTP None
Create Account
T Done

24
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7. After resolving details the same will appear as shown below:
8. Press Edit Button to continue (For IMAP).

L Es-
File -Edit View Go Message Tools Help
‘g]CvetMa:l = li/I‘Wl'rie Add!ﬁs Book Tag~ Search all messages.., <Ctrl+K» P
B Local Folders !
All Folders 4 p ” .
o5 LocalFoders Thunderbird Mail - Local Folders
1% Trash
@Cmtbox
Accounts
ﬁ{ View settings for this account
= Create a new account
Advanced Features
f
Mail Account Setup M
Yourname:  abc Your name, as shown to others
Email address:  abc@gav.in
Password:  Password
[ Remember password Start over
The following settings were found by trying common server names
Username: _abc
<‘ @ mncoming: mail.gov.in IMAP 93 SSUTLS
L @ Outgoing: mail.gow.in TP 465 SSL/TLS
Create Account
—
% Done

25
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9. After clicking Manual Setup Button a new window will appear.

10. Now click on Server Settings (On the left Side). Server Name: mail.gov.in

(SO

Server Settings
| Copies & Folders Server Type:  IMAP Mail Server
Composition 8 Addressing ServerName:  mail.gov.in Port: 993 'l—: Default:
[ Junk Settings
Synchronization & Storage User Name: abe
Return Receipts Security Settings
Security
il ecal Ealdes Connection security:
Junk Settings [T Use secure authentication
Disk Space
Qutgoing Server (SMTP) Server Settings
Check for new messages at startup
Check for new messages every 10 E minutes
When I delete a8 message:
@ Move it to this folder: ’ Trash -
(71 Just mark it as deleted
71 Remove it immediately
[ Clean up ("Expunge”) Inbox on Exit
Ernpty Trash on Exit E‘EEEE;
Local directory:
Browse
Account Actions -

ok || cancel

26
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11. Now your mailbox is ready, it will ask for your password now.

12. After providing password it starts downloading Data

fgleetMa:l = E{Wﬂte Addms Book Tag~ Search all messages.., <Ctrl+K>» P
_I & abe@gov.in |

All Folders 4P ’ .
8 Lol Folders Thunderbird Mail - abc@gov.in

[ Trash

Email

s Read messages

@/ Write a new message

Accounts

fﬁ; View settings for this account
i Create a new account

(=]

Advanced Features

O\ Search messages

<l Manage message filters

T Connected to rmail.gov.in...

27
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To set up your Outlook Express client (POP)

1.

Open Outlook or Outlook Express.

2. Click the Tools menu, and select Accounts

Click Add, and then click Mail...

Internet Accounts

Account

Al | Mai |New3 | Directorny Service |

Type

Connection

Femove
Froperties
Set az Dafaull

Esport

Set Ordar

Cloze |

Mail. ..
MNews. ..

Directary Service, ..

28
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Enter your name in the Display name: field, and click Next.

Internet Connection Wizard |§|

Your Hame

When you gend e-mail, your name will appear in the From field of the outgoing meszage.
Type vour name az you would ke it to appear.

Dizplay name: |m

Far example: Jahn Smith

< Back ’_ Heut » ,][ Cancel J

29
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Enter your full NIC email address (abc@gov.in) in the Email address: field,
and click Next

Internet Connection Wizard

Internet E-mail Address

Your e-mail addrezs iz the address other people uze to zend e-mail meszages to you.

E-mail addrezz: i support@goy.in

For example; zomeone@microgoft com

¢ Back ][ Mewt > J [ Cancel J
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My incoming mail Server is a POP3 Server.

Enter mail.gov.in in the Incoming mail (POP3) server: field.
Enter mail.gov.in in the Outgoing mail (SMTP) server: field.

Internet Connection Wizard

E-mail Server Hames

by incoming mail zerveriz a | POP3 e | ZErYEr

Incoming mal [POP3, IMAF or HTTP] server:
[ mail.gov.in

A SMTP server iz the server that iz used for vour outgoing e-mail.

Outgoing mail [SMTP] server:
I mail.gov.in

< Back ][ MNewt > ]| Cancel

Click Next

31
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Enter your complete uid: in the Account name: field. Enter your email password

in the Password: field (As per user choice), and click Next

Internet Connection Wizard &l

Internet Mail Logon

Type the account name and pazsword your Intermet service pravider haz given you.

Account name; | suppart |

Paszzword: | |
I

If wour Internet service provider requires you to use Secure Pazsword Authentication
[5P&) to access wour mail account, select the 'Log On Using Secure Pazsword
Authentication [SPA)' check box.

[1Log on using Secure Password Authentication [SPA)

< Back J[ Hewt » ]l Cancel J

Click Finish

Highlight mail.nic.in under Account, and click Properties

Internet Accounts

Accaunt Tupe Connection

Mg ol (defaul) Ay Bovailable

Hemowve

i

Broperties

Setaz Defaul

Impart....

Export...

Set Order

Cloze

32
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Click on General Tab

*2 mail.gov.in Properties

General |Servers " Connection || Securty | Advanced " IMAP |

b ail Account

Type the name by which vou would ke to refer to these
zervers. For example: work! or "Microgzoft Mail
Semver.

il ga.in |

Izer Infarmation

Hame: | Test

Oraanization: |

E-mail address: | testg@gov.in

Reply address: |

Include thiz account when receiving mail or sunchronizing

L (] J [ Cancel Apply

Check the box for “Include this account when receiving mail or
synchronizing” Click OK

33



nice ma”\ﬂfn-ﬁ-n MESSAGING SERVICES FRou NATIONAL INFORMATICS CENTRE p

Go to the Servers tab, and check the box next to “My server
requires authentication”

Incoming mail (POP3): mail.gov.in

Outgoing mail (SMTP): mail.gov.in

*= mail.gov.in Properties

| Gerneral | Servers | Connection '| Secunty ;I .ﬁ.dvanced|

Server Information

; : : : P |
My incaming mail serveriz a  |POP3 | TEMVEL

Incaming mail (POP3) | mail.gov.in |

Dutgeing mail (SMTPY. [ mail gav.in |

|nzoming kail Server —

Account name: | suppoart |

Pazzword: | |

[ ] Remember pazzword

[] Log on using Secure Pazsword Authentication

Outgoing kail Server —

[#liMy zerver requires authentication Settings. ..

[_ F, ][ Cancel ][ Apply

Click OK
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Click on Advanced Tab

Enter 465 in the Outgoing mail (SMTP): field. Under Outgoing Mail (SMTP),
check the box next to “This server requires a secure connection (SSL)”.

Enter 995 in the Incoming mail (POP3): field.Under Incoming mail (POP3),
check the box next to “This server requires a secure connection (SSL)”.

Click the check box for “Leave a copy of Messages on Server”

e

= mail.gov.in Properties

General | Servers | Connaction : Securit_l,-li Advanced

Server Port Humbers -

Outgoing mail (SMTF): 465 | Use Defaults

Thiz server requires a secure connection [S5L]
Incaming mail (POP3; 995 |

Thiz zerver requires a secure connection [S50L]
Server Timeouts
Shart Long 1 minute
Sending
———
[] Break apart messages larger than | E0 ] kB

Deliver

Leave a copy of messages on server

[ ] Bemove from server after ! day(z]

[ ] Remove fram server when deleted from 'Deleted ltems'

k. ][ Cancel ][ Apply

Click on OK
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