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BUREAU OF INDIAN STANDARDS

AGENDA

TWENTY SEVENTH MEETING OF INFORMATION SYSTEMS SECURITY AND
PRIVACY SECTIONAL COMMITTEE, LITD 17 ALONG WITH ITS PANELS AND
WORKING GROUPS

DATE: 03 December 2024 VENUE: Hybrid meeting ( Lal C Verman Hall, BIS Headquarter,
DAY : Tuesday New Delhi, India)
IME : 1000h -1300h
Webex meeting link:
https://bismanak.webex.com/bismanak/j.php?MTID=m498e9e7e0f95500a666e9

c8feld48d16
Meeting Number: 2515 291 4633
Password: LITD17@27

Chairman: Shri Arvind Kumar | Member Secretary: Shri Kshitij Bathla

ITEM 0 WELCOME

0.1  Welcome by Member Secretary
0.2  Opening Remarks by the Chairperson

ITEM 1 FORMAL CONFIRMATION OF THE MINUTES OF LAST MEETING

1.1 The resolutions of the 26" meeting of ‘Information Systems Security and Privacy' Sectional
Committee, LITD17 held on 21% May 2024 were circulated on 22" May 2024. Minutes of the
meeting were circulated on 27" June 2024. No Comments have been received.

The committee may formally confirm the minutes.

ITEM 2 REVIEWS OF SCOPE & COMPOSITION OF SECTIONAL COMMITTEE AND ITS PANEL

2.1 Scope of LITD 17 is as follows:
Scope: Standardization in Security and Privacy aspects of Information Systems
Liaison:
ISO/IEC JTC 1/SC 27 “Information security, cybersecurity and privacy protection” (P -
Member)

The committee may note

2.2 Composition of LITD 17, its panels and working groups is available at BIS website
(www.bis.gov.in https://www.manakonline.in/ ). The latest composition of LITD 17, its panels
and Working groups along with participation status is given in Annex-1. Based on the decisions
taken in previous meetings some organizations are invitee to LITD 17/Panel 6, list of invitees is
as follows:

a) Mr. Rishabh Dangwal (KPMG)
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The committee may review the composition.

2.3 Co-option requests has been received from the following:

Name Organization

Mr Manish Okade NIT, Rourkela

The committee may consider

ITEM 3 INTERNATIONAL STANDARDIZATION ACTIVITIES

3.1 LITD 17 acts as the national mirror committee of ISO/IEC JTC 1/SC 27 “Information Security,
cyber security and privacy protection”.

India is a Participating member on JTC 1/SC 27 and has obligation to vote and send response on
all the documents emanating from these subcommittees.

All the documents circulated by JTC 1/SC 27 are regularly sent to all members for their inputs.
LITD 17/Panel 6 “For inputs on JTC 1/SC 27 Documents” has been established to finalize inputs
on JTC 1/SC 27 documents.

The committee may note

3.2 Experts Registered in JTC 1/SC 27

3.2.1 list of experts registered in the Sub-groups (working groups, Ahg etc.) of
ISO/IEC/JTC1/SC 27 is given in Annex- 2.

For each project of JTC 1/SC 27 we should have at least one or two Indian experts directly
contributing in the respective working group of JTC 1/SC 27. In this regard, list of under
development documents as per last SC 27 plenary as given in Annex-3 was shared with all. All
members were requested to inform the project(s) in which they will be contributing directly in the
respective working groups of JTC 1/SC 27. All are requested to identify the under development
projects (preferably projects at WD/AWI stage) in which they want to contribute.

Members who are already registered as experts are specifically requested to inform if they have not
yet identified the project. Members who are already registered as experts and had already informed
their intent to contribute were requested to inform if there is any further update related to their
participation in the working group meetings. All were requested to identify and inform by 20™
November 2024.

3.2.2 Experts are expected to provide their updates regarding participation and contribution to the under-
development projects of respective working groups in the following format:

» Working Group (WGQG)

* Project - a short overview of what project intends to cover i.e. scope of project, etc.

» Contributions by Indian expert

* Any specific point related to the project of WG work that you would like LITD 17 Committee
to consider



All reqgistered experts are requested to provide updates related to the project and working group
to which they are contributing.
The committee may review the experts nominated to JTC 1/SC 27.

3.3 MEETINGS OF ISO/IEC JTC 1/SC 27
3.3.1 40" meeting of JTC 1/SC 27 and working group

3.3.1.1 Following delegation participated in the 40th Plenary and working group meeting (30th Sep
to 10 October 2024) of JTC1/SC 27:

1. Dr. Gargi Keeni (In personal capacity)- WG and SC 27 Plenary Meetings Dr Vishnu
Kanhere (KCPL)- WG and SC 27 Plenary Meetings.

Mr. Sanjiv Kumar Agarwala (Oxygen consultant)- WG and SC 27 Plenary Meetings .

Mr. Sanjeev Chhabra (Wipro)- WG Meetings.

Dr. Gautham Sekar (Madras Fintech)- WG2 Meetings.

Mr. Abhik Chaudhuri (TCS)- WG Meetings.

Mr. Srinivas Poosarla (Infosys) -WG5 Meetings.

Dr. Sarmistha Neogy (Jadhavpur University, Kolkata)- WG 4 & SC 27 Plenary meetings.
Ms Jyoti Kushwaha (BIS)- WG 5 Meetings , SC 27 Plenary.

Mr. Kshitij Bathla (BIS)-WG4, WG 5.
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Delegates are requested to debrief the committee regarding the major updates of the October 2024
Plenary and WG meetings. All the delegates have been requested to confirm their participation
and to provide their individual participation reports.

Important updates are given in Annex-4. Resolutions of JTC 1/SC 27 plenary meetings are given in
Annex-5.

3.3.1.2 41th meeting of JTC 1/SC 27 and working group
Schedule of SC 27 plenary and WG meetings is as follows:
e SC 27 Plenary- 17th to 18th March 2025 (US, Virginia,Fairfax)
e Synchronized SC 27 Working Group Meetings- 10th to 14th March 2025 (US, virginia, Fairfax)

The committee may consider and finalize delegation for these meetings.

3.4 List of International standards published by 'ISO/IEC/JTC1/SC 27" since 25" meeting of LITD 17
is given in Annex- 6.
The committee may consider the list and identify standards which can be considered for adoption
as Indian standards.

ITEM 4 PRESENT POSITION OF WORK OF LITD 17

4.1The present program of work of LITD 17 is available at BIS website
https://www.services.bis.gov.in/php/BIS_2.0/bisconnect/pow_details. The present program of
work of LITD 17 is also given in Annex-7. The international standard of the following Indian
standards has been revised and needs to be adopted:



https://www.services.bis.gov.in/php/BIS_2.0/bisconnect/pow_details

S.No. IS No. & Title Status

1 IS/ISO/IEC 27019 : 2017 Information The international standard is revised by
Technology - Security Techniques - ISO/IEC 27019:2024

Information Security Controls for the
Energy Utility Industry

2 IS/ISO/IEC 27006 : 2015 Information The international standard is revised by
technology - Security techniques - ISO/IEC 27006-1:2024

Requirements for bodies providing audit
and Certification of Information Security
Management systems (First Revision)

3 IS/ISO/IEC 18014-2 : 2021 Information | Corrigendum 1 [Cor 1:2024] has been
security Time- stamping services Part 2: | issued to ISO/IEC 18014-2:2021
Mechanisms producing independent
tokens

The committee may note.

4.2 List of standards to be reviewed during April 2024-March 2025 is given in Annex-8.

The committee may consider.

ITEM 5 INPUTS RECEIVED/AWAITED BASED ON DECISIONS OF PREVIOUS MEETING
& PROGRESS OF WORK ASSIGNED TO PANELS

5.1 Panel 3 “Privacy Information Management System”

Panel 3 meeting has been scheduled on 22nd November 2024. The convenor may provide the update.

The committee may consider.

5.2 Panel 4 “Mobile Security Standards”

a) R & D proposal “Study for Management of Mobile Applications’ Permissions™ has been awarded
to Madras Fintech Services Private Limited, Chennai. Development of standard ‘to address privacy
concerns related to permissions sought by Mobile applications’ may be initiated based on the
outcome of R&D project.

The committee may note.

b) Panel 4 was requested to review IS 17737 (Part 1 to Part 4) and to provide its recommendation
by 30th October 2024. Inputs received w.r.t IS 17737 are given in Annex-9.

The committee may consider.

5.3 Panel 5 “IoT Security and Privacy”



Based on the decision of the last meeting and subsequent discussion document was issued in wide
circulation and last date for inputs was 9th November 2024.

S.no Doc No Title Remarks
1. LITD 17 (19143) Internet of Things Comments have been received
Security & Privacy Part 3 from Ms. Shivalani Sinha,
Assessment and Granite River Labs India
. Services Private Limited &
Evaluation Criterion Network Labs.

Present draft is given in Annex-10. Comments received on this document are enclosed as Annex-11.

The committee may consider.

5.4 LITD 17/Panel 6 “For inputs on JTC 1/SC 27 Documents”
LITD 17/Panel 6 “For inputs on JTC 1/SC 27 Documents™ has been established to finalize inputs
on JTC 1/SC 27 documents. List of documents due for India’s inputs are given in Annex -12.

The committee may consider.

ITEM 6 DOCUMENTS IN WIDE CIRCULATION

6.1 As decided in the last meeting and based on the subsequent consultations following documents
were issued in Wide circulation for a period of two months:

Sl Document number Title Last date for | Inputs received
No. inputs
1 |LITD/17/19143 Internet of Things Security |09 November | The consolidated
and Privacy - Assessment 2024 inputs are enclosed
and Evaluation as Annex- 11.
2 |LITD/17/26354 Information Security 08 November | No comments
IS/ISO/IEC 27006: 2015 Cybersecurity and Privacy 2024 received.

Protection Requirements for
(Identical To: ISO/IEC 27006- [Bodies Providing Audit and
1:2024) Certification of Information
Security Management
Systems Part 1: General
First Revision

The committee may consider.

ITEM 7 NEW WORK ITEM PROPOSAL
7.1 No New Work Item Proposal has been received.

The committee may note.




ITEM 8 R&D PROJECTS

8.1 BIS has issued Guidelines for Research & Development Projects for Formulation and Review
of Standards. The Objectives of this Scheme are to:

1) Support and commission R&D projects to generate knowledge, empirical data and insights that
would help in formulating new standards and updating & upgrading the existing Indian standards;

2) Expand the network of domain area experts to carryout R&D projects in the areas related to
standardization and conformity assessment; and

3) Enrich the research ecosystem in the educational institutions imparting technical and professional
education.

R & D guidelines and list of Research and Development Projects on the offer are available on
https://www.services.bis.gov.in/php/BIS_2.0/eBlS/research-projects-commissioned

The committee may note.

8.2 a) The R&D Project “Study for Management of Mobile Applications’ Permissions” has been
awarded to Madras Fintech Services Private Limited, Chennai. Project duration was of 3 Months.

Madras Fintech Services Private Limited had requested for the extension of the project duration till
31st October 2024 and provided the justification for the extension. The committee had approved the
extension of project duration to 31st October 2024. Draft report of the R&D project was already
circulated through email dated 24 Oct 2024 for inputs. Final report submitted t is enclosed in Annex-
13.

The committee may consider.

b) Proposals received against the second R&D Project “Basic criteria for symmetric-key ciphers for
possible adoption and continuation as Indian standards” are under evaluation

The committee may note.

ITEM 9 INFORMATION RELATED TO IMPLEMENTATION OF STANDARDS

9.1 Members contributing to the development of standards are expected to make use of/implement
these standards in their organizations. Members are requested to inform about usage of standards
by their respective organizations.

The committee may consider.

ITEM 10 MANAKONLINE

10.1 BIS migrated its activities into an online collaboration tool. Three portals — the Standardization,
Conformity Assessment and Training Portals of e-BIS can be accessed through
www.manakonline.in. BIS committee related work like, meeting notice, issuing agenda, minutes,
P-draft, WC draft etc. is being done through the Standardization portal.

10.2 BIS has started an International Relations (IR) portal for committee related work like balloting,
providing comments on ballots. The IR portal can be accessed through login
(https://www.services.bis.gov.in/php/BIS_2.0/login) to the BIS portal.

The committee may note
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ITEM 11 INFORMATION ON E-SALE OF STANDARDS BY BIS

11.1 Bureau of Indian Standards, the National Standards Body of India has published more than
20000 Standard Indigenous standards are available for free. Indian standards which are adoption
of ISO and IEC standards can be accessed through http://www.standardsbis.in.

ITEM 12 NATIONAL INSTITUTE FOR TRAINING IN STANDARDISATION (NITS)

The committee may note

12.1 National Institute of Training for Standardization (NITS) has been set up by BIS with world
class facilities to impart training on various aspects leading to standardization, quality and other
management systems, consumer protection, public service delivery, etc. The training calendar
for the current year is available on BIS web site http://www.bis.org.in. The organizations willing
to depute their personnel for training may kindly go through the appropriate programme and get
them registered to undergoing training.

The committee may note

ITEM 13 DATE AND PLACE FOR THE NEXT MEETING

13.1 Meeting schedule of LITD 17 and its Panels/WGs for 2024-25. Meetings of LITD 17/WGs were planned
and held as per following details:

LITD 17/WG meetings schedule is given below:

Day of [LITD LITD LITD
the h7/WG/Panel P of the  LITD Day of the 1,7 /5 /pane P& O the 1171y pane
Month 17/WG/Panel 6 Month Month
Month b |1 6 | 6
First Third Fourth
Monday Second Monday Monday Monday
. WG 4
WG 1 (starting .
First from 4th June Third (starting from Fourth
Second Tuesday 18th June
Tuesday [2024)- Tuesday b024)- Tuesday
pimonthly bimonthly
First WG 2 (starting .
Wednesd \S/\?ecgrqgsda from 12th June wégiesda \Ij\(l):(;msda
ay Y b024)-bimonthly y y
WG 3 WG 5
First Second Third (Zsc')t?r:tsr&%grom Fourth Zs;?r:tazagrom
Thursday Thursday Thursday b024)- Thursday b024)-
bimonthly bimonthly
LITD 17/Panel
First 6 (7th June . . : Fourth
Friday P024) - Second Friday Third Friday Friday
Monthly

Major agenda items of LITD 17/WG and LITD 17/Panel 6 meetings are

a. Examine and recommend India’s inputs for JTC 1/SC 27 documents relevant to the WG

b. Exchange of information among Indian experts registered in the respective SC 27/WG
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c. Any other item based on suggestion of LITD 17/WG/Panel convenor/member

All WG meetings are proposed to be in the afternoon (in between 2pm to 5 pm to avoid conflict with any of the
JTC 1/SC 27 WG meetings) and are expected to be of 30-45 minutes.

ITEM 14 ANY OTHER BUSINESS



