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TWENTY SIXTH MEETING OF INFORMATION SYSTEMS SECURITY AND PRIVACY
SECTIONAL COMMITTEE, LITD 17 ALONG WITH ITS PANELS AND WORKING
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Chairman: Shri Arvind Kumar Member Secretary: Shri Kshitij Bathla

ITEM 0 WELCOME

0.1 Member Secretary extended a warm welcome to the members present in the meeting.

0.2  Shri Arvind Kumar, Chairperson of the committee also extended a warm welcome to the
members present in the meeting. The chairperson requested the members to actively

participate in the meetings of the LITD 17 and its subgroups.

ITEM 1 FORMAL CONFIRMATION OF THE MINUTES OF LAST MEETING

1.1 Member Secretary informed that the minutes of the 25" meeting of the 'Information
Systems Security and Privacy' Sectional Committee, LITD17 held on 06™ Nov 2023
were circulated on 28" Nov 2023 and no comments have been received. The committee
formally confirmed the minutes.

ITEM 2 REVIEWS OF SCOPE & COMPOSITION OF SECTIONAL COMMITTEE AND ITS PANEL

2.1 The committee noted the information as given at item 2.1 of the agenda.
2.2 The committee considered the information as given at item 2.2 of the agenda.

Member secretary informed that delivery failures are being received for Alternate and
Principal member of DST & NPCI so revised nominations are expected from these
organizations.

The committee deliberated and decided as mentioned below:

a. The committee decided that organization who have not participated in 25th/26th
meeting would be requested to confirm their interest to contribute and in case of no
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response such organizations would be recommended for withdrawal.

b. The committee decided to include Mr. Shreenivas Hegde (Secure Machines) as a
member in LITD 17/Panel 6, LITD 17/WG 2,LITD 17/WG 3. The committee also
decided to register him in JTC 1/SC 27 WG 2 and WG 3.

c. The committee reviewed the composition of LITD 17 Panel 3 and approved the
composition as given in Annex-1 of the agenda. The committee also decided to co-opt
following in panel 3:

i. Dr. V. K. Kanhere (KCPL),
ii. Mr. Srinjoy (Excaliburancy, Gurugram)
iii.  Mr. Sanjiv Kumar Agarwala (Oxygen Consulting Services Private Limited, Pune)

d. The committee decided to reconstitute Panel 4. It was decided to reconstitute in
consultationwith the LITD 17 Chairperson, Panel 4 convener & ICEA.

e. Based on the request of Dr. Vinosh James(Qualcomm),member LITD 17 he was also co-

opted in LITD 17 panel 4 & panel 5.

2.3 The committee considered the information as given at item 2.3 of the agenda and decided as
mentioned below:

Name Organization Decision of the committee
Mr Rishabh Dangwal | KPMG The committee decided to include him as an invitee in
LITD 17/P6. Based on his contributions decision for
co-option would be taken in sub-subsequent meetings.
Dr. Amutha In Personal Considering she had been member of LITD 17, The
Arunachalam Capacity committee decided to co-opt her as a member of LITD
17
Mr. Manoj Kumar Google India Member Secretary informed that Google is member of
Private Limited, LITD 17/Panel 4 and there is delivery failure for the
Bengaluru present member. The committee decided to update the
nominations of Google based on this request.

ITEM 3 INTERNATIONAL STANDARDIZATION ACTIVITIES

3.1 The committee noted the information as given at item 3.1 of the agenda.

3.2 Experts Registered in JTC 1/SC 27

The committee considered the information as given at item 3.2 of the agenda. All registered
experts were specifically requested to contribute and to provide regular updates to LITD 17.

Member Secretary informed that all registered experts shall inform the projects in which
expert is already contributing/intend to contribute at the earliest. The committee decided that
in case of no response from the registered experts, the non-participating experts and experts
who are not providing regular updates would be removed from the respective working group
of JTC 1/SC 27. The committee also decided that based on the inputs received, removal and




registration of experts would be done in consultation with the LITD 17 Chairperson.
3.3 MEETINGS OF ISO/IEC JTC 1/SC 27
3.3.1  39"meeting of JTC 1/SC 27 and working group

3.3.1.1 The committee considered the information as given at item 3.3.1.1, Annex-3 andAnnex-4 of
the agenda. Members provided their reports of participation for the respective WGs
meetings. Reports are enclosed in Annex-2.
The committee also considered the Resolution 18 of JTC 1 meeting (13"-17"" May 2024)
“Establishment of JTC 1 Ad Hoc Group 9 (JTC 1 AhG 9) on Shaping the Future
ofConsumer Protection and Privacy Topics in JTC 1”

3.3.1.2 40th meeting of JTC 1/SC 27 and working group

The committee considered the following information as given at item 3.3.1.2 of the agenda.
“The final schedule of SC 27/Working group meetings are yet to be decided. Schedule of SC
27plenary and WG meetings is as follows:

e SC 27 Plenary- 8th to 10th October 2024 (Virtual)

e Synchronized SC 27 Working Group Meetings- 30th Sep to 4th Oct 2024 (Virtual)”

3.4 The committee considered the information as given at item 3.4 of the agenda and the list of
International standards published by 'ISO/IEC/JTC1/SC27 since the 25"meeting of LITD
17’ as given in Annex- 5 of the agenda. The committee decided to issue the following
standards in wide circulation for a period of 2 months:

S.no Standard Number & Title

1 ISO/IEC 27006-1:2024

Information security, cybersecurity and privacy protection — Requirements for
bodies providing audit and certification of information security management systems
Part 1: General

2 ISO/IEC 27561:2024
Information security, cybersecurity and privacy protection — Privacy
operationalization model and method for engineering (POMME)

3 ISO/IEC 27033-7:2023
Information technology — Network security — Part 7: Guidelines for network
virtualization security

Members were also requested to review the other standards mentioned in list of SC 27
published standards and to suggest standards that can be taken up for adoption as Indian
Standard.

ITEM 4 PRESENT POSITION OF WORK OF LITD 17
4.1 Member Secretary informed that the present program of work of LITD 17 is also available

at BIS website. The committee noted the present program of work of LITD 17 as given in
Annex-6 of the agenda.



4.2 The committee considered the list of standards to be reviewed during April 2024-March
2025as given in Annex-7 of the agenda. The committee agreed to the recommendations as
given in Annex-7. Member Secretary informed that the other review sheets will also be
circulated shortly. Members were requested to examine and provide inputs for the further
decision. Respective LITD 17/WGs were also requested to review the aspect of change in
referred standards for taking up at JTC 1/SC 27. List of standards to be reviewed during
April 2024-March 2025 and recommendations are given in Annex-3.

ITEM 5 INPUTS RECEIVED/AWAITED BASED ON DECISIONS OF PREVIOUS
MEETING & PROGRESS OF WORK ASSIGNED TO PANELS

5.1 Panel 3 “Privacy Information Management System”

The committee considered the information as given at item 5.1 of the agenda. The committee
decided to revise the 1S 17428 (Part 1) and (Part 2) in line with the CEA regulation related to
IS/ISO/IEC 27001 and the Digital Personal Data Protection Act, 2023. It was also decided to
finalize the drafts of revision of standards within 12 Months.

5.2 Panel 4 “Mobile Security Standards”

The committee considered the information as given at item 5.2 of the agenda. Panel 4 was
requested to review IS 17737 (Part 1 to Part 4) and to provide its recommendation by 30"
October 2024.

5.3 Panel S “IoT Security and Privacy”

The committee considered the information as given at item 5.3 of the agenda. Members of
the committee were requested to examine and provide their inputs for draft standard LITD
17 (19143) by 4th June 2024 so that accordingly meeting of LITD 17/Panel 5 may be
planned to finalize the document for issuing draft Indian standard in wide circulation.

5.4 LITD 17/Panel 6 “For inputs on JTC 1/SC 27 Documents”

The committee considered the information as given at item 5.4 of the agenda. Members
were requested to provide their inputs at the earliest.

ITEM 6 DOCUMENTS IN WIDE CIRCULATION

6.1 The committee considered the information as given at item 6.1 of the agenda. The committee
decided as mentioned below:

Sl. Document number Title Last date for | Decision of the
No. inputs committee
1 |LITD/17/23010 Information security 22 Sep 2023 [The committee
(Identical To: ISO/IEC 18033- |Encryption algorithms Part decided to drop
7:2022) 7: Tweakable block ciphers LITD/17/23010
and requested
Indian experts of
JTC 1 SC 27/WG 2
to reconsider this




document and
submit these inputs
and other inputs, if
any as  expert
contribution to SC
27/WG 2.

LITD/17/24473 Cybersecurity Supplier 19 Feb 2024 |Member Secretary
IS/ISO/IEC 27036 : Part 3: Relationships Part 3: informed that
2013 Guidelines for Hardware inputs have been
Software and Services received from
(Identical To: ISO/IEC 27036- [Supply Chain Security STQC and NPCI as
3:2023) well. The
committee
considered the
inputs as given in
Annex-4.
Decisions of the
committee are
given in Annex-3.
It was decided that
in case of no inputs
by 4th June
2024,the document
will be assumed as
finalized for
publication as
Indian Standard.
LITD/17/24467 Cybersecurity Security 20 Feb 2024 [The committee
(Identical To: ISO/IEC Recommendations For decided to finalize
27071:2023) Establishing Trusted this document for
Connections Between publication
Devices and Services
LITD/17/25400 Information security 01 July 2024 |1he committee
IS/ISO/IEC 27001: 2022 cybersecurity and privacy decided that in case
protection Information of no comments by
security management the due date, the
systems Requirements documents  would
Amendment - 1 b_e _con5|dered as
finalized for
LITD/17/25318 Information Technology € | 24 June 2024 |publication as
IS/ISO/IEC 27040 : 2015 Security Techniques€ Indian  Standard
Storage Security (First and in case
comments are

(Identical To: ISO/IEC
27040:2024)

revision)

received then the




6 |LITD/17/25334 Information Technology 29 June 2024 (comments  would

2:2018) Guidance for Governance ?omhmitéee N
and Management of urther decision.
Electronic Discovery

7 |LITD/17/25331 Cybersecurity 10T Security | 25 June 2024
(Identical To: ISO/IEC and Privacy Device Baseline
27402:2023) Requirements

8 |LITD/17/25330 Information Technology 29 June 2024
IS/ISO/IEC 29100 : 2011 Security Techniques Privacy

Framework (First revision)
(Identical To: ISO/IEC
29100:2024 )

9 |LITD/17/25335 Cybersecurity and Privacy | 24 June 2024
IS/ISO/IEC 27011 : 2016 Protection Information
Security Controls Based on
(Identical To: ISO/IEC ISO IEC 27002 for
27011:2024 ) Telecommunications
Organizations Second
revision

(Identical To: ISO/IEC 27050- |Electronic Discovery Part 2: be put up to the

for

ITEM 7 NEW WORK ITEM PROPOSAL
7.1 The committee noted the information as given at item 7.1 of the agenda.
ITEM 8 R&D PROJECTS
8.1 The committee noted the information as given at item 8.1 of the agenda.
ITEM 9 INFORMATION RELATED TO IMPLEMENTATION OF STANDARDS
9.1 The committee noted the information as given at item 9.1 of the agenda.

ITEM 10 MANAKONLINE

10.1 The committee noted the information as given at item 10.1 of the agenda.
ITEM 11 INFORMATION ON E-SALE OF STANDARDS BY BIS

11.1 The committee noted the information as given at item 11.1 of the agenda.

ITEM 12 NATIONAL INSTITUTE FOR TRAINING IN STANDARDISATION (NITS)

12.1 The committee noted the information as given at item 12.1 of the agenda.

ITEM 13 DATE AND PLACE FOR THE NEXT MEETING

13.1 The committee approved the schedule as given at item 13.1 of the agenda. Members were
requested to participate in the respective LITD 17/WG meetings.

It was decided that date and time for the next meeting would be finalized in consultation
with the Chairperson. Members were requested to inform their convenient day in the week




of 27"-30"August 2024.
ITEM 14 ANY OTHER BUSINESS

14.1 There being no other business to be discussed, meeting ended with vote of thanks to chairperson
and all the participants.



	3.2 Experts Registered in JTC 1/SC 27
	3.3 MEETINGS OF ISO/IEC JTC 1/SC 27
	ITEM 4 PRESENT POSITION OF WORK OF LITD 17
	5.3 Panel 5 “IoT Security and Privacy”
	5.4 LITD 17/Panel 6 “For inputs on JTC 1/SC 27 Documents”
	The committee considered the information as given at item 5.4 of the agenda. Members were requested to provide their inputs at the earliest.
	ITEM 6 DOCUMENTS IN WIDE CIRCULATION
	ITEM 10 MANAKONLINE
	ITEM 11 INFORMATION ON E-SALE OF STANDARDS BY BIS
	ITEM 12 NATIONAL INSTITUTE FOR TRAINING IN STANDARDISATION (NITS)
	ITEM 13 DATE AND PLACE FOR THE NEXT MEETING

